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Abstract

We present an overview of the research on real-
timenetworkingin theHard-Real-TimeSystemsresearch
group at the departmentof ComputerSystems,Uppsala
University. This includesa presentationof the general
motivationandgoals,aswell as resultsandplans. On a
moretechnical level,wepresentour methodfor providing
timingguaranteesin ATM-networks.

1 Intr oduction
Motivatedby the needto provide systemwide timing

guaranteesin distributedreal-timesystems,andbasedon
earlierwork on timing analysisfor theCAN-bus,wehave
developed Response-Time Analysis (RTA) for provid-
ing real-timeguaranteesin AsynchronousTransferMode
(ATM) communicationnetworks. RTA is a methodfor
analysisof network traffic whichcanbeusedby anadmis-
sioncontrolmechanismtodetermineif thetiming require-
mentsof a new connectioncanbeguaranteedwithout vi-
olatingtherequirementsof alreadyadmittedconnections.
This typeof admissioncontrolis requiredby severalmul-
timediaandalmostall real-timecontrolapplications.

RTA is basedon fixed-priorityreal-timeCPUschedu-
lability analysis.This typeof analysishasbeenextended
by several researchers(in particularby membersof the
Real-Time SystemsGroupat the University of York) to
be applicablein a wide rangeof scenarios. As a re-
sult, it is now possibleto developend-to-endanalysisfor
distributedcontrolsystemswith a hierarchicalcommuni-
cation topology, consistingof for instancea high-speed
ATM backbonenetwork interconnectinga setof produc-
tion cells consistingof controller nodesinterconnected
with a low speedbus(e.g.CAN).

This paperpresentsanddiscussesour work on timing
guaranteesfor networkedreal-timesystems,butbeforefo-
cusingon networking we will give a brief overview of
currentresearchin theHard-Real-Time Systemsresearch
groupat the departmentof ComputerSystems,Uppsala
university. Currentresearchinclude:� Worst caseexecutiontime (WCET) analysis.Herewe

are both consideringhigh-level analysis(sourcecode
analysis),with the ambition to usesemanticinforma-
tion to boundtheexecutiontimesof programs[5], and
low-level analysis (object-code/computerarchitecture

relatedanalysis)focussingon taking cache-memories,
executionpipelines,andotherarchitecturalfeaturesinto
account[15]. As a first effort in combininghigh and
low-level analysiswearecurrentlystudyingmethodsto
keeptrackof how compileroptimisationsinfluenceexe-
cutiontimes.TheWCET work is performedin cooper-
ationwith thecompilervendorIAR SystemsAB.� Methodsfor real-timesystemssoftwaredesign. Based
on thesoftwaredevelopmentmethodologyoutlinedfor
thedistributedreal-timeplatformBASEMENT [8], we
arecurrentlydevelopingamethodologyfor softwarede-
velopmentfor automotive control systems.We intend
to combinehigh-level formal methodsbasedmodelling
andverificationwith translationto executablecodeand
schedulingof targetsystemresources.Thiswork is per-
formedin cooperationwith Mecel AB andthe Design
andAnalysisof Real-Time Systems(DARTS) groupat
ourdepartment.� Methodsfor providing timing guaranteesin networked
real-timesystems.Thiswork includesanalysisof CAN-
buses[27, 26] and ATM networks [6, 22], as well as
theabove mentionedBASEMENT system.We provide
strict guaranteesandanalysisby applyingresultsfrom
real-timeschedulingtheory. In BASEMENT we used
staticcyclic schedulingandin themorerecentwork we
areusingfixedpriority scheduling[1].

Ourgeneralscientificapproachis to extendandadoptthe-
ory, guided by case-studiesand experiments. This in-
cludesdevelopmentof prototypetools. Our focus is on
practicallyusefultechniquesfor developingprovablycor-
recthardreal-timesystems.

Thereminderof this paperis organisedasfollows: In
Section2 we presentour vision for timing guaranteesin
networked factory systems. Section3 presentsour Re-
sponseTime Analysismethodfor providing timing guar-
anteesin ATM-networks, and in Section4 we evaluate
RTA by a comparisonwith somealternativemethods.Fi-
nally, in Section5 we concludeandpresentsomefuture
plans.

2 A GeneralVision
Theuseof communicationnetworks in modernfacto-

riesandothercontrolsystemsis rapidly increasing.Many
applicationsusing the servicesof thesenetworks have
strict timing requirements.This includeapplicationsre-
lated to the commandandcontrol of equipmentusedin
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the productionprocess. For theseapplications,statisti-
calguarantees,e.g.in termsof “messagelossprobability”
or “averagemessagedelay”, arenot sufficient. Instead,
a firmer commitmentis neededfrom the network, say-
ing thatit will alwaysdeliverall messagescompletelyand
within specifieddeadlines(with reservationfor hardware
failureandexternalphysicalinterference).

In general,a factory communicationsystemconsists
of severalsubsystemsandsubnetworks,e.g. asshown in
Figure 1. The depictedcommunicationsystemconsists
of:� A setof productioncells, somecontaininga multipro-

cessorandsomeafieldbus(e.g.CAN [2]) interconnect-
ing a setof nodeswith I/O-devices(sensorsandactua-
tors)for interactionwith thecontrolledprocesses,� A setof nodeswith specifictasks,e.g. a HumanMa-
chine Interaction(HMI) nodehandlingoperatorinter-
actions,a numbercruncherproviding highperformance
computationservices,andacentraldatabasefor storage
of productioninformationandlogging,etc.,and� A backbonenetwork (in our caseanATM network) for
interconnectingthedifferentsubnetworksandnodes.

It shouldbe notedthat this is just an exampleof a fac-
tory communicationsystem.Othertopologiesandconfig-
urationsarecertainlypossible(i.e. a furthersubstructure
into subnetworkswithin productioncellsor multipleMMI
nodesetc.). Also, in this type of environmenttherewill
bea mix of traffic, includingreal-timecontrolmessages,
multimedia(e.g. for monitoring) and lesscritical mes-
sagessuchasthoserelatedto collectingstatisticaldata.
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Figure 1. A factory communication system

It is ourambitionto provideend-to-endreal-timeguar-
anteesin sucha heterogeneoussystem.This requiresan
holisticmethodwhichin anintegratedwaycanbeapplied
to schedulingandanalysisof all involved resources(i.e.
thedifferenttypesof networks,CPUs,etc.). FixedPrior-
ity Scheduling(FPS)and the associatedResponseTime
Analysis theory [1] provides a powerful basisfor this.

RTA is basedon traditionalCPU schedulabilityanalysis
[14, 12] but hasalsoprovenusefulto determineresponse-
times for other typesof resources,e.g. Controller Area
Networks(CAN) [27] anddisk drives[24]. Methodsfor
combiningthe schedulinganalysisof differentresources
in distributedenvironmentshasalsobeendeveloped[25].

In thefollowing sectionswe will presenthow we have
appliedRTA to schedulingof cellsin ATM-networks.The
developedanalysisis onecomponentin theholisticanaly-
sis for providing end-to-endguaranteesin heterogeneous
distributedreal-timesystems.

3 ResponseTime Analysis of ATM Net-
works

Severalmethodsfor providingexactguaranteesin real-
time networkshave beenproposedin the literature[7, 4,
16, 17, 28, 18, 19, 13, 23, 20, 9]. They all provide or
assumesomemechanismof bandwidthsharingandhave
an associatedanalysisthat canbe usedby an admission
control procedureto á priori determineif the Quality of
ServiceQoS requirementsof a new connectionbe met,
while not violating the requirementsof alreadyadmitted
connections,

A positive answerto this questionmeansthat thecon-
nectioncanbeadmitted.A negativeanswermeansthat if
thenew connectionis admittedthe QoSof the new con-
nection,aswell asthe QoSof alreadyadmittedconnec-
tions,maybeviolated.

We will here outline the Response-Time Analysis
(RTA) methodintroducedin [9], andextendedandeval-
uatedin [10, 6, 22]. We have focusedon ATM, sinceit is
likely thatATM will beusedin industrialcontrolsystems
and other safetycritical applications,simply becauseit
will bethecheapesthighbandwidthcommunicationtech-
nologyavailable.

RTA is attractive since it usesa very simple prior-
ity queuingmechanismthat provides a clear separation
betweenbandwidth and deadline requirements. This
gives RTA a potential of offering a bandwidthutilisa-
tion outperformingcurrentlypopularbandwidthreserva-
tion schemes,such as Weighted Fair Queuing (WFQ)
[4, 16, 17]. We test this hypothesisby comparingRTA
andWFQ for somerealistictraffic scenarios.In addition,
we compareRTA with the Calculusfor Network Delays
(CND) [3], which is analternative analysismethodwhen
usingpriority queuing.

An additionalbenefitwith priority queuingis its effi-
cient integrationof hardreal-timetraffic with otherQoS
classeswhich do not requireabsoluteguarantees.Non
hard real-time traffic is simply assignedlower priority,
meaningboth that it will not interferewith thehardreal-
time traffic andthatit canuseany bandwidthnot usedby
thereal-timetraffic.

3.1 AsynchronousTransfer Mode
AsynchronousTransferMode (ATM) [11] is a high

performance,connectionoriented,network architecture.
Overeachconnectionastreamof fixedsizepackets,called
cells, aretransmitted.An ATM networkconsistsof asetof
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ATM switches. Eachswitchroutescellsfrom asetof input
portsto asetof outputportsbasedonstreamidentifiersin
the cell-headers.At the output port of an ATM switch
a port controller multiplexescells from differentstreams
ontotheoutgoingline. Theoutputportsof anATM switch
aregovernedbyaschedulingpolicy, e.g.FirstIn, FirstOut
(FIFO),whichdecideswhatcellsto dequeuefrom theout-
putqueue. OurRTA assumesATM switchesusingpriority
queuing,which is in accordancewith currentswitchtech-
nology (e.g.Fore SystemsASX-200BX, ASX-1000and
CiscoLS 1010all usepriority queuing).

3.2 Traffic characterisation
To be able to analyzenetwork delaysa modelof the

traffic is needed.Oftentraffic is characterisedin network
terminology, using termssuchas “averagebandwidth”,
“maximumburstsize”and“burstbandwidth”.Sincesuch
termsmeanlittle (or nothing)for anengineerdeveloping
hard real-timeapplications,we use the following more
applicationorientedparameters,to characterisea connec-
tion � :���

is the shortestperiodwith which messagesaregener-
ated.���
denotesthe maximumnumberof cells neededfor a
message.An ATM cell has48 bytesof payload,thus,
for a streamwith maximummessagesizeof 	 bytes� ��

� 	�������� .� �
is themaximumjitter of a traffic source,e.g.causedby
theoperatingsystemschedulingon thehostwherethe
applicationexecutes.� �
is thedeadlinefor end-to-endmessagedelivery. This
is thehardreal-timerequirementwhichalwaysmustbe
met.� �
is the inter-cell delay after a messagehas passed
throughacell spacer(e.g.a leaky bucket)at thesource
node.

3.3 Response-Time Analysis
In thissectionwewill outlineRTA.
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Figure 2. The network architecture

Figure 2 shows the generalstructureof the consid-
erednetwork. In the figure,

�����
denotesa traffic gen-

eratingprocess,whichgeneratesmessagesto betransmit-

ted. Thesemessagesaresegmentedinto cells,which are
queuedin a cell queueassociatedto

��� �
. A cell spacer

movescellswith arateof ���� from thecell queueto thepri-
oritisedoutputqueue.The reasonfor usinga cell spacer
is to reducethe burstinessof the traffic and therebyre-
ducecongestionand increasenetwork utilisation. From
theoutputqueue,cellsaresentto thefirst switch. In the
switch, cells areplacedin the appropriateoutputqueue,
andtransmittedfurther to thenext switchuntil thedesti-
nationis reached.

The following formuladefinestheworstcasequeuing
delay in one of the queuesalong the path of an ATM
connection.Provided that thereis at leastonecell from
stream� in thequeuefrom time  whenthefirst cell (num-
bered  ) arrives, the queuingdelay for the ! -th cell in
stream� is givenby:

Dequeue"��$#%!'& 
)(�*,+ ! +-.0/�13254 �76 Arrived"78�# Arrival "9�$#%!:&;& +
-.0/�<02�4 �=6 Arrived"78># Dequeue"��$#$!:&?&?@BA

The first summandcapturesthat at mostonecell of a
lower priority streamgetssentbeforecell ! . The sec-
ond summandcapturesthe delay causedby the ! cells
in stream � which have been enqueuedbefore cell ! .
The third summand1 capturesinterferencecausedby the
cells from streamssharingpriority with stream � which
have beenqueuedbefore,or at the sametime as,cell ! .
Arrived"��$# � & denotesthemaximumnumberof cells from
stream � which has arrived at time

�
, and Arrival "��$#$!:&

denotesthe earliestarrival time of cell ! . The fourth
summand2 denotesinterferencecausedby higherpriority
streamsarriving beforethedequeuingof cell ! .

Using "9C rem DE& to denote be the remainder, and"3C div D0& to denotetheintegerpart,of C:�>D , wedefine

Arrival FHGJILK�MONQPSRETUF�V�IWF�K div XZY3M3['Y]\^F�K rem X�Y9M3_`Y'acb�Y3M
Intuitively, for astreamwith messagesconsistingof

� �
cellsqueuedatthesourcewith aperiodof

� �
, Arrival "��$#$!:&

is equalto thedifferencein queuingtimeof cell  andcell! (which is the "3! rem
� � & th cell in message"3! div

� � & )
minusthejitter

� �
, which maycausecellsto arrivecloser

together. Thetimeof arrivalmayhowevernotbenegative,
which is capturedby the“ deCgfh"9 '#EijiEi;& ”.

Arrived"��$# � & 
 "%" � + � � & div
� � &k l0m n

Wholemessages

� �o+
prq7sut ( ";" � + � � & rem

� � & div
� � @ +v* # � �xwk lWm n

A partialmessage

1 y3z]{=|�} denotesthe setof streamswhich have the samepriority as |
(exceptstream| itself)

2 ~0z�{=|�} denotesthe set of streamswhich have higher priority than
stream|
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Similarly, Arrived"��$# � & is equalto thenumberof cells
in completemessagesarrived at time

�
plus the number

of cells in the lastmessagewhich mayonly have arrived
partially. Notethatthejitter allows time betweenthetwo
first messagesto

� ��� � �
insteadof a full period,

� �
.

Knowing both the enqueuingand dequeuingtime of
eachcell ! we also know the queuingdelay of cell ! .
Thus,the maximumqueuingdelayfor a cell in stream�
is � � 
 p����� " Dequeue"��$#%!'& � Arrival "9�%#$!:&?&

Thenumberof cells (i.e. ! -s) which have to be inves-
tigatedto find

� �
is bounded,but it is beyond the scope

of this paperto derive andprove thatbound. For a more
thoroughdiscussiononthetheoryof RTA wereferto [21].

3.4 Traffic ShapeModification
In orderto applyRTA onasubsequentswitchit is nec-

essaryto capturehow thetraffic shapechangewhenpass-
ing throughtheoutputqueue.In general,theaddedjitter
from a network componentis equalto the differencebe-
tweenthe maximumandthe minimumtime a cell is de-
layedin that component.In the caseof an outputqueue
the maximumdelay is

� �
and the minimum delay is 0.

Thusthenew jitter,
�O��

, becomes� �� 
 � �B+ � �
Also, the remainingtime budget for the streamwill

decrease.This meansthat for the subsequentswitch the
deadlinewill be tighter. The remainingdeadline

����
be-

comes � �� 
 � ��� � �
4 Evaluation of RTA

In this sectionwe presenta comparisonof RTA with
two other analysismethods: the analysispresentedin
[16, 17] for WeightedFair Queuing(WFQ), andCruz’s
Calculusfor Network Delays[3]. For amoredetailedpre-
sentationof thecomparisonwerefereto [6, 22].

WehavechosenWFQto representtherate-baseservice
disciplines(i.e. disciplinesbasedon bandwidthreserva-
tions)sinceit is themostwell known suchmethod.CND
is evaluatedsinceit is an alternative methodto RTA for
analysingpriority queuing.

SincebothCND andRTA bothareapplicableto both
FIFO and priority queuing(PRIQ) we will study both
methodsonbothschedulingpolicies.

4.1 Measuring Performance
A goodwaytounderstandhow well ananalysismethod

performsis to studyhow muchof thenetwork resourcesit
allows to beallocatedbeforetheCall AdmissionControl
(CAC) fails. In ourcomparisontheCAC is performedfor
scenariosconsistingof wholesetof streams.TheCAC is
successfulif all streamsin thescenariocanbeguaranteed
to meettheir respectivedeadlines.

We will studytheadmissionprobability [18] curve for
eachmethod. The admissionprobability for a specific

level of network load is definedastheprobabilityof per-
formingasuccessfulCAC for a scenariowith thatload.

Naturally, the admissionprobability is highly depen-
denton the profile of the streamsin the scenario.If the
scenarioscontainsmany streamswith tight deadlines,the
admissionprobability canbe very low even for low net-
work loads.

In additionto evaluatingtheadmissionprobability, we
usesimulationto evaluatetheprecisionof theanalysis,by
comparingobservedworst-caseresponsetimeswith those
obtainedby analysis.

4.2 Network Topology
To avoid having toomany variablesweuseafixednet-

work topology, illustratedin Figure3. We definethenet-
work loadasthe loadon the link to thedestinationnode
(link 10). We distribute the streamsevenly over the 6
sourcenodes,thus,whenthe network load is 100%,the
loadon link 7 will beapproximately33%. We have cho-
senamoderatebandwidthof 100Mbpsfor eachlink in the
network (i.e. D 
�*  �� ).

1

2

3

4

5

6

7

8

9

10

Source nodes

ATM switchess

Destination node

Figure 3. Network topology

4.3 Evaluation results
Figure4 shows the admissionprobability curve for a

traffic scenariodominatedby control softwaremessages,
andFigure5 presentsanevaluationof theprecisionof the
differentanalysismethods.

Fromthefiguresit is evidentthatRTA outperformsall
theotheranalysismethodsandthatPRIQhasvastlybetter
performancethanFIFO.

ThefactthatCND performsworsethanRTA (bothfor
PRIQandFIFO) is not very surprisingsinceCND usesa
traffic modelwhich is morepessimisticthanRTA’s traffic
model.Thepoorperformanceof WFQis moresurprising,
sinceWFQ oftenis advocated,in thecomputer- andtele-
communicationcommunities,as the solution to provide
QoSguarantees.

As far asprecisionis concerned,we observe thatboth
PRIQmethodsexperiencelowerprecision(higheroveres-
timation) as the network load increases.The reasonfor
this is thatbothRTA andCND have higherprecisionfor
higher priority streamswhile low priority streamshave
relatively high probability to receive betterservicethan
theworst-case.Whenthe load increases,moreandmore
streamswith higherpriority will beadded,andhence,the
precisiondecreases.

4



CND-PRIQ WFQ

RTA-FIFO CND-FIFO

RTA-PRIQ

A
dm

is
si

on
P

ro
ba

bi
lit

y

0

0.2

0.4

0.6

0.8

1

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Network load

Figure 4. Admission probabilities for RTA,
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Figure 5. Precision of RTA, CND and WFQ

Theprecisionfor WFQis by far thelowest.Thepreci-
sionfor WFQ increasesasloadincreases,contraryto the
PRIQ andFIFO policies. However, this is quite natural,
sincethe analysisof WFQ considerseachstreamin iso-
lation undertheassumptionthat thewholebandwidthof
eachlink is allocated.As theloadincreases,thisassump-
tion becomesmoreandmorevalid, thustheprecisionin-
creases.

5 Conclusions
We have outlinedour generalambitionsandapproach

to provide real-timeguaranteesin networkedcontrolsys-
tems,andpresentedin somedetailoneimportantcompo-
nentin sucha framework: theRTA methodfor admission
control analysisin ATM networks. RTA usestraditional
real-timeresponse-timetypeanalysis[12, 1] to calculate
the worst-caseresponsetime of ATM-cells sentthrough
anATM-network usingpriority queuedoutputbuffers in
theswitches.

RTA can be incorporatedwith existing frameworks
(e.g.Fixed Priority Scheduling[1]) for real-timesystem
schedulabilityanalysis,therebyallowing systemdesign-
ersto usethesametechniquefor assessingthetimely be-
haviour of theentiresystem,includingbothCPUandnet-
work scheduling.

We have comparedRTA with WeightedFair Queuing
(WFQ), a methodwhich makesfixed bandwidthalloca-
tionstoguaranteebothbandwidthanddelayrequirements,
andtheCalculusof Network Delays(CND),whichjustas
RTA usesprioritiesto controlthetraffic flow.

In theevaluationwe useda traffic scenarioresembling
traffic in a real-timesystem. The resultingcomparisons
show that RTA hasboth higher admissionprobabilities
andhigherprecisionin the analysisthanboth WFQ and
CND. On theotherhand,wehavealsomadetheobserva-
tion thatWFQ providesthefastestCAC. In fact,theRTA
CAC is currentlynotfastenoughtohandleadmissioncon-
trol in arelatively largenetworkwith dynamicallyarriving
connections.On thehand,themajority of hardreal-time
systems(e.g.systemsfor processcontrol)arequitesmall
andtypically have a relatively staticsetof hardreal-time
connections.For thesetypeof systems,RTA seemsto be
the bestalternative for providing hard real-timeguaran-
tees.

5.1 Futur ePlans

Our futurework aimsat fulfilling ourvisionof provid-
ing practicallyapplicableend-to-endtiming analysisfor
heterogeneousdistributedcontrol systems.This includes
refinementof existing results,developmentof new anal-
ysis modules,developmentof prototypetools, andcase-
studies.In therelatively shorttime perspectivewe intend
to� combine RTA with multiprocessor allocation and

scheduling,� extendtheevaluationof RTA for ATM to consideraddi-
tional traffic scenariosandtopologies,� developa moreefficientCAC for RTA,
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� develop simulation-basedRTA methodsandprototype
tools,and� performa largercase-studyto assesthepracticalappli-
cability of ourmethodsandtools.
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BASEMENT a distributed real-timearchitecturefor ve-
hicle applications. Real-Time Systems, 11(3):223–244,
November1996.
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