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Abstract

Volvo Congtruction Equipments devel ops different types of vehicle control
systems for entrepreneur machines. The systems are based upon the real-time
operating system Rubus.

Rubus supports two types of real-time tasks: hard off-line scheduled and soft on-
line scheduled tasks. The current systems use off-line schedules with period times
equal to 100 msto limit the ROM usage. The mgjority of the functiondity is
modeled as hard real-time tasks.

The resources in the systems are, of course, limited, meaning that the task setsis
limited to a certain amount of tasks. Using more of the on-line scheduled tasks
could be beneficid in order to decrease the utilization, hence VVolvo wants to
know if it is possible to move functiondity from the hard off-line scheduled to

the on-line scheduled part, with preserved requirements. This constitutes the main
objective of the thesis.

The thesis present several different solutions to this problem ranging from
support to the development process, system modifications and automation tools
for off-line analysis.

A case study was performed in order to get familiar with the systems and the
development process at Volvo. It was followed by a literature study serving as the
base of knowledge for the proposed solutions. During the literature studies no
single solution was found applicable without modifications, to the environment at
Volvo.

A concept based on hard real-time systems, weakened to include a precisely
bounded and predictable distribution of lost deadlines called Weakly Hard Real
Time systems, was adopted to serve as the backbone of the presented solutions. It
was modified to suit the development process and architecture at Volvo,

including requirements specifications, design and implementation issues €tc.

A simple solution of guaranteeing on-line scheduled tasks, in the background of a
static cyclic off —line schedule, is aso presented as a complement to the Weakly
Hard concept.

The usage of the Weakly Hard concept at Volvo would deliver a desired quality
of service with decreased utilization i.e. better usage of the system resources with
preserved requirements.



Acknowledgements

We would like to thank all the people at the TUE department at Volvo CE in
Eskilstuna Sweden, for giving us this rare opportunity to work and suggest
improvementsto their embedded real-time system. It has been an experience that
has learned us a lot about real-time systemsin the “ real” world.

A special thank you goes out to Nils-Erik Bankestad and Robert Larsson, our
mentor s at Vol vo, for fruitful discussionsand for being kind and under standing
that the work burden for masters students can be tough.

We would also like to thank Jukka Maki-Turja for fruitful discussions and for
being our mentor at Malardalen University.

Last but not |east we would like to thank all the researchersthat have contributed
with valuable information to this thesis, and Arcticus Systems AB for the demo
version of Rubus VS,

Toni would also like to thank Nina Surakka for all the encouragement and for
being very patient during tough days of life, hewill always bein great debt to
her. Heisalso very thankful to hismother for the great number of fantastic and
fruitful phone calls and for taking care of him.

Furthermore heisin great debt to Kaj Hanninen for being supportive and for
having the energy to push himand wait for himduring along and tough period.

Finally Toni wants to thank all his other friends and loved ones.

Kaj would also like to thank all family members (human and non-human) for
their love, and friends, especially Toni Riutta, for all support.



Contents

N 01 ot SRS 3
ACKNOWIEAGEMENTS. ...ttt 4
CONMLENES.....ceeiee e 5
BaCKgroUNd...........ouviiiiiie e 7
Objectivesand MENOGS..........cccoiiiiiiiiiiiiiee e e 8
Introduction to rea-time SYStEMS ........cooi i 10
1 A Case Study of aVehicle Control System: The 220 E Whed Loader...... 15
000 A g 1 0o 1 (o VS PRS 15
1.2 ThearChiteCtUre.........vveee e e 15
1.3 RubusOS - A Real-Time Operating SyStem ........cccoveeeerieeeniieeenieeene 16
131 REO SEIVICES....cutiiie ettt e e e 16
1.3.2 BlUB SEIVICES......eiiiieiiic ettt 16
L1.3.3 IO TUBLS ... e 17
1.3.4 Additional INfOrmation............ccceeeriiiiiiieiniie e 17
135 Task scheduleinthe VECU.........ccoocviiiiiiiiiiciieeeceee e 17
1.3.6 System partitioning........cccccueeeeiiiiieeeeiiiiee e ereee e 18
1.3.7 Rubusdevelopment tOOIS .......cccovveieeeiiiiiie e 18

1.4 Software development processat VOIVO ..........oevvveiiiiieiiiiienieecee 19
1.5 Resultsfrom the case Study...........coovveriiieeiiiie e 20
151 DevelOpmeNt PrOCESS.......ccoveieireriiieeeiieesnieeesieeesreeesbeeesnee e 20
1.5.2 The COMMUNICAION........ccccuiieeiiiiiee e 21
1.5.3 Converting functionality from Redto Blue............cccceeeeeivneneennnee. 21

1.6 Revisting the ObJECHIVES.......coooeeiiieee e 21

2 LItEraUre STUAY ......coveieiiee e 23
2.1 Opening AiSCUSSION ......uveveeiiiiieeeeiieeeeesieeeeesssseeeessssseeeessnseeeessnsneeesans 23
2.2 Requirements SPeCIfiCatioN ...........cueeeeiriiieeeeiiie e esiee e e eieeee e 24
2.3 DBEON it 26
2.4 IMPIEMENLALION. .....ciiiiiiiiie e 31
241 Server agorithms ......eooceieieeeeee e 31
2411 FiXEO-Priority SEIVEIS....ccceeiiiee et 31
2.4.1.2 DynamiC pPriority SEIVEIS......cccvereeiiiiieeeeeiiieeeeeiieee e s sireee e 4

2.4.2 Overload management ..........cccvveeeeeeeeeiscciiiee e 36
24.2.1 Guarantee-based agorithms...........cccooeeiiiiiiiieeee 37
2422 Best-effort dgorithms.........coooceviiiiiiiieee e 51
2.4.2.3 Algorithms based on imprecise computations..............ccc.e..... 53

2.5 AUOMELTON TO0IS ..eeieiiiiiee e e e 4
2.6 Reponse time anNalYSiS.......cccuiiiiiieiiiie et 56
2.7 Resource ACCESS ProtOCOIS ......ccciiiiieeeiiiiee et e e e 57
2.8 Performance evaluations and reVIEWS............ceeevveeiiieeiniee e 59



Contents

3 FINAINGS....eeeeiiieie s 61
3.1 Requirements SPECIfiCaliONS ..........ccoiueeeiiieeeiieieiiee e 61
3.2 DIBEON ittt 62

3.21 BasiC design CONSIAEralioNS.........c.eeerveeeiieeeiieesiieesieeesieee e 63
3.2.2 TiMiNG CONSITAINES. ......cvvieeeiiireeeeeiiee e e e stee e e esree e e s errre e e e eareee e 64
3.3 Designing different applications...........ccccveeeiieiiiicciiiieeee e, 64
3.3.1 Control appliCatioNS........ceeeeeeeiiiiciiieeee e 64
3.3.1.1  All functionality in ONetasK.........cccecveereeiiiiieeiiiieee e 64
3.3.1.2  Split functionality into tWo taskS.........eeveevieieeeeeiiiiee e 64
3.3.2 Monitoring and 10ggiNg.......eeeveereerrieeeeesiieeeesseeeeeesereeeesseeeeeeans 65
BTG TG T 1411 =o' o SRS OPRRSORRR 66
3.4 Examples of techniquesto model functionality ...........cccceecvvveeiiiiiennen. 66
341 SyStEM MOEL......ccoiiiieiiiie i 66
3.4.2 Interaction EXample.........coooiiiuiiieiiiiiie e 66
3.5 Guaranteaing BIUEtasKS..........cevvieiiiiiiiiiiiieee e 67
3.5.1 Thedmplest approaCh .........ccooviiciiieiiee e 69
3511 EXEMPIE ..o 70
3.5.2 Guaranteed Blue TT and ET tasksS.........covcveveiiiiieeeiiiiie e 71
35.21 Feashility check of Blue TT and ET tasks.........ccccceevvvinennns 71
3522 Responsetime analysis primary for Blue TT tasks................. 72
3523 APPHCAION ... .eeiiiiieiiiie et 74
3524  System mMOdifiCatioNnS .........covveeeiiieiiiie e 75
3525 EXGMPIE ..o 78
3.5.3 TheWeakly Hard CONCEPL.........ccccoiuviieeiiiiiie e 80
3531  ASSUMPLONS.....uuiiiiiieeeiicciiieeee e e e e e srrrrr e e e e e 80
3.5.32 Findization timeanalySiS .......cccccceeveviiiiieeeeie e 81
35.3.3  APPIICAION.....ceiiiiiiiie e 82
35.34 System modifiCationS .........cccevcuvieeeiiiiiie e 83
3535  EXAMPIE ..oiiiiiiiie s 84
3.5.3.6 Improving the suggested concept a VoIVO...........cccceeveeennnee. 87

3.6 Support for the weakly hard concept in the development process.......... 88
3.6.1 Managing software requirements for weakly hard systems ............ 88
3.6.2 Designing for weakly hard systems..........ccceeeeviiieeeciiiiee e 89
FULUME WOTK.......eeeieeee et 91
CONCIUSIONS ...ttt e e st e e e et e e et e e e ane e e e e s snnbeeeeennes 92



Background

This paper is written as a part of our masters thesis, during spring 2002, at Volvo
CE dept. TUE in Eskilstuna

The department TUE (hereafter called Volvo) develops different types of vehicle
control systems for Volvo entrepreneur machines. The control systems are based
on Rubus and to a great extent off-line scheduled with hard timing congtraints.
Rubus also supports non-guaranteed on-line scheduled tasks, which Volvo only
uses dightly.

The resources in the system are, of course, limited. Today Vdvo uses off-line
schedules with period times equa to 100 ms to limit the ROM usage. This
restriction forces the devel opers of the system to set period times to at most 100
ms for the tasks, which make the system over utilized. Additionally the on-line
part would be preferred in some situations where flexibility isimportant.

Volvo wants to know if functionality can be moved from the off-line scheduled
part (Red part) to the on-line scheduled part (Blue part), in order to use resources
in amore effective way with preserved requirements.



Objectives and methods

Objectives
The main objective of the thesisis to find away to use the available resources, in
the control systems, in a more efficient way with preserved requirements.

To propose solutions, for using system resources in a more efficient way, requires
that sub objectives, methods and a main workflow are established. They are
needed in order to deal with the large and somehow abstract problem of efficient
resource usage. We will start by describing the sub objectives of the thesis.

The following sub objectives are derived from the main objective:

1. ldentification of Red and Blue functiondity in the system.

2. Finding out how Red and Blue functiondity is handled under run-time.

3. Finding functionality in the current system that can be converted from
Red to Blue.
Finding an optimal partitioning between the Red and Blue parts in order
to decrease alocated resources without jeopardizing the requirements.
Definition, if possible, of a generic component for Red and Blue tasks.
Definition of design rules for Red and Blue functionality.
Definition of metrics to evaluate the changes in the design.
Validation and verification of the correctness of proposed solutions.

&

O ~NOo O

M ethods

To achieve the objectives we have used the following methods:

1. A case study a Volvo in order to get familiar with the existing control
systems and development process. The method includes examination of
hardware, software and some requirement specifications.

2. A literature study to find out if someone has done researches on similar
problems. The method includes searching for relevant literature and state
of the art papers, describing how to identify hard and soft functionaities
and how to handle them under run-time.

3. A requirements specification study.

Case Study

The purpose of the case study is to make appropriate preparations for preceding
activities. It is essential to understand the system and the development process in
order to fully understand the main objectives and the requirements for the thesis.

It is also important to know the prerequisites to success in the preceding phase of
the thesis: search of literature.

The case study was done at Volvo with some feedback from the employees. We
looked at the development process, i.e. requirement specifications, design,
implementation, verification and vaidation, in order to get an overview of the
entire system.



Objectives and methods

Literature Study

The main goals with the literature study are to find relevant literature describing
design issues and requirements specifications of real-time systems. Furthermore,
we want to find some agorithms or methods for handling overload situations in
real-time systems. We also want to find methods for off-line analysis of systems
where soft and/or hard tasks, scheduled according to the fixed priority paradigm,
runs in the background of a static off-line schedule.

To find papers, we have searched through the |EEE database and the Internet.
Some of the search words we have used on the |EEE database include: real-time,
soft, firm, scheduling, overload, QoS, etc. We then scanned through the results by
reading the abstracts and the conclusions, if they were of interest and addressed
the issues of the thesis then the entire paper was read. Findly if the papers were
of interest we wrote down the main ideas presented in them (see chapter 2).

In addition to papers from the web we a so collected papers, technical reports and
books from the real-time systems design lab at Mdardalen University.

Requirement specifications study

To find functionality that can be converted from the red part to the blue part, in
the current system, the requirements specifications must be studied. Functionaity
that may be converted includes soft functiondity or functiondity with timing
constraints that result in an over-utilized schedule.

When we have searched for functionality that may be converted we have
concentrated us on finding groups of functiondlity, it would be too time
consuming to review the possibility of converting every single task.



Introduction to real-time systems

We will start this section by describing some fundamental issues concerning real
time systems, with focus on temporal validity. After that we will briefly comment
the objectives to reflect the underlying problems with them.

Requirements

Real-time systems are systems where the correct functionality depends on both
logical and tempora results. They are often thought of as fast systems, but a rea-
time system does not necessarily have to be fast.

Real-time computing systems may be used to support different type of
gpplications. As an example a computing system may be used to interact with a
control application consisting of a car, nuclear power plant etc. The real-time
system may then be seen as a controller and a car or nuclear power plant etc. as
the system to be controlled. Both the controller and the system exist in an
environment, meaning that interaction between the controlled system and the
environment may occur. How the controller handles the interaction depends on
whether the environment or the controller should be responsible for activating
events.

One approach is to let al incoming events from the environment activate parts of
the controller. An example might be parts of a gearbox in a car. Whenever the
driver changes gear, an event is sent to the controller. The controller then
activates necessary functions to handle the gear change.

Another approach is to have the controller checking periodicaly whether any
event has happened. An example may be the reading of atemperature sensor. The
controller is used to periodicdly pall for changes in temperature.

Task model

The main task of areal-time system isto deliver correct results within a specified
time, often before a so-called deadline (D). A deadline isthe latest point in time
in which the results should be delivered by atask. Each task is aso characterized
by its maximum execution time (C). Further attributes for tasks, depending on the
task model, may be release time (Rt), period time (T), minimum interarriva time,
etc.

10
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< P

Rt D

—Pp —>

C
P
Task T1 Task T1
>

\ | | | | | Progress of Time

Figure 1 Relations between task attributes

To illugtrate task attributes a task called T1 is shown in Figure 1. It has an
execution time of 3 units and a deadline at time 5. The period time of T1is5. It is
released 1 time unit into its period.

There are two fundamental paradigms concerning real-time systems. The first one
is caled the time-triggered (TT) paradigm. In a time-triggered system all tasks
are periodic (defined by T) and driven by progression of time. The second type is
caled the event-triggered (ET) paradigm. In a system relying on the event-
triggered paradigm, al task are activated by events eg. by an interrupt,
scheduling decisons are performed a run-time. In event driven systems a
minimum interarrival time (MINT) between two consecutive activations of an
event is needed in order to calculate response times (the time between an
activation of a task instance and the finishing time of it), see the Schedulability
analysis section for response time anaysis.

Time-triggered systems are often easier to test than event-triggered because of
their regularity and the absence of synchronization primitives for shared
resources. Event driven system on the other hand are more flexible than time-
triggered, and may allocate system resources more appropriately.

Hard and soft systems

Real-time systems are often classified as either hard or soft. The main difference
between the two types is that hard systems must guarantee that every deadline
will be met. Whereas in soft systems there is usualy no such guaranteesi.e. tasks
may miss their deadlines without serious consequences. However, in soft systems
deadline misses are often restricted to a bounded number of times in a window of
time.

Schedulability analysis

Both determinism and predictability are important facts in real-time systems.
Determinism is important in order to establish an execution order (for testability)
of tasks and predictability to avoid unexpected system behavior.

The temporal determinism is especially important and often results in an

execution schedule. The schedule may be a table with information about what and
when tasks should be executed (dispatched).

11
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To build the schedule several techniques, using the knowledge of tasks
importance etc, may be used. One of the most well known scheduling techniques
is caled Rate Monotonic (RM). In using the RM approach the period times of
tasks are used to set their priorities. The lesser the period the higher the priority
will be. Another scheduling algorithm, caled earliest deadline first (EDF) [37],
assigns the task with shortest time left to its deadline, the highest priority.

The two techniques described above may represent two different scheduling
strategies namely static and dynamic priority scheduling. The main difference
between them is that in static scheduling the order of task execution does not
change in time whereas the opposite may go for dynamic scheduling. In dynamic
scheduling a task may be activated and receive the highest priority of al hence
interfering and changing the execution orders of tasks. |.e. in static scheduling
decisons about what task to schedule is static and may be done pre-runtime,
whereas in dynamic scheduling decisions about which task to schedule is done
dynamicdly at run-time. Worth noting is that off-line scheduling and satic
scheduling is not the same thing. An off-line scheduling analysis should always
be performed on a task set whether the fina run-time agorithm is static or
dynamic.

Whether scheduling is static or dynamic the utilization of the system is of great
importance. The utilization factor gives information about the amount of
processing time used. It is often calculated as the sum of al tasks execution times
divided by their period times. Since tasks attributes such as execution times are
specified as worst-case execution times, the utilization factor may bee seen in two
different ways. The first way is to see the utilization as alocated processing time
based on worst-case execution times. The second way is to see it as the
processing time the tasks actudly use. The utilization factor based on worst-case
execution times, are often (or aways) higher than the actud utilization. This is
due to tasks not running for their worst-case execution time at every invocation.

An overloaded system is one which has a utilization factor of greater than 1 hence
there is a need for more processing time than the processor can handle.
Overloaded systems are usually not preferred because of the difficulties of
guaranteeing that tasks meet their deadlines. In an overloaded system one or more
task may miss their deadline (at the instant when the overload occurs) due to that
timeis alimited resource.

In order to guarantee a task set, some kind of off-line analyss must be performed
on it regardless of whether the final run-time dispatching is static or dynamic.
During the off-line analysis a feasihility check of the task constraints is done in
order to check if the set is feasible to schedule.

The first, and most intuitive, step is to check if the utilization (U) exceeds 1
(100%). A task set isfor sure not feasible if U is greater than 1. The definition of

n C

Uis U = é —, where C and T is the execution respectively the period time
i=1 1

and n is the number of tasksin the set. Thisis a necessary condition.

Severad scheduling algorithms (eg. RM and EDF) have so cdled scheduling
bounds that can be checked under certain circumstances. E.g. for RM the task set
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is schedulable if: U £n(2Y"- 1) [37]. The condition is sufficient but not
necessary.

A third feasibility check, worth to mention, is the exact analysis. The exact
analysisworks on al priority assigned task sets, even on dynamic priority
scheduling. In the exact analysis model every task is assumed to be activated
smultaneoudy at the critica instant (a point in time where atask will suffer from
maximum interference caused by other tasks in the system). In the analysis the
worst-case response time for each task is calculated with an iterative formula:

R denotes the response time and G the worst-case execution time for task i. T;
and G denotes the period (or MINT for ET tasks) and the execution time for task
] (Observe that the sum equals the execution demand of al higher priority tasks).
If the calculated worst-case response time is shorter than or equal to the deadline
for each task, the task set is feasible. The exact analysis shown here is only for
the basic model and can be extended to contain blocking time, release jitter etc
[42].

Run-time

Scheduling agorithms can be gpplied to static or dynamic scheduling and used
off- or on-line. In each case the performance of any agorithm may differ
depending on how and when it is used. For example the EDF agorithm is optimal
in certain Stuations when applied to gatic scheduling but non-optimal in others.
In fact, in overloaded systems the EDF does not provide any type of guarantees
on which tasks will meet their timing constraints.[12]

Outline of the thesis
The remaining part of the thesis will concentrate on describing the results of the
methods, and proposed solutions.

The first chapter was written in the beginning of our thesis as an independent
paper, and it should be thought of as one as well when it is read, especialy
section 1.5 Results fromthe case study.

We will gtart by describing the architecture at Volvo. After that we give a short
introduction to the real-time operating system and software development suite
used at Volvo. Section 1.4 describes the software development process at Volvo.
The first chapter ends with descriptions of our experiences from the case study.

In chapter 2 we discuss the contents of papers and the possibility of their
contribution to this thesis. The most interesting parts of a known concept called
Weakly hard systemns is described in detail under section 2.4.2.1. The concept can
be seen as the backbone of thisthess.

Chapter 3 deals with proposed solutions to effective usage of resources. In section

3.5.1 we describe a simple way of improving resource usage at Volvo. It is based
on the possibilities of guaranteeing blue tasks in Rubus. The simple approach that

13
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we present is not a part of, nor does it have any connections to, the weakly hard
concept.

In chapter 3 we a so describe and give examples of how support may be added to
the different development phases in order to adapt the weakly hard concept at
Volvo.

An important part of the thesis is chapter 2. that contains summaries of all
essential papers that we encountered during our literature studies. It may be
helpful to read the chapter in order to understand the discussions given further on
in this thesis. Chapter 2 may aso serve as a reference for those interested in
further reading.

14



Chapter 1

1 A Case Study of a Vehicle Control System:
The 220 E Wheel Loader

1.1 Introduction

As mention earlier the case study will, among other things, serve as a support to
make appropriate preparations for preceding activities. It is important to know
what the development process and the real-time system at VVolvo looks like, and
what possibilities we have to suggest changes.

The following sections describe the system architecture, development tools and
the software development process a Volvo.

1.2 The architecture

The physical architecture in the vehicles a Volvo is embedded distributed rea-
time control systems. The system consists of several nodes, caled ECUs
(Electronic Control Units), which are connected through two busses: the CAN
and the J1708 bus. The CAN (Control Area Network) is afast bus and the J1708
bus is a dower bus (9600 bps). Both the CAN bus and the J1708 bus are used for
data exchange between the ECUs in the system, the J1708 bus is a redundant bus
that makes it possible to control the system with limited functiondity if the CAN
bus stops functioning. The amount of information sent on the J1708 bus is less
than on the CAN. In addition to redundancy the J1708 bus is used by diagnostic
service tools.

The particular vehicle we have studied at Volvo isthe Wheel Loader. The wheel
loader physical architecture consists of three ECUs (see Figure 2):
Vehicle ECU (VECU) - Responsible for 1/0O management and
controlling/observation of the vehicle, e.q. supervision of transmission ail
temperature, etc.
Instrument ECU (IECU) - The maor responsibility of this ECU is the
interaction with the driver, eg. updating the driver display. It dso
handles the 1/O in the driver cabin, e.g. gas pedal.
Engine ECU (EECU) - Regulates the engine, transmission etc.

| IECU | | VECU | | EECU |

CANI

J1708

Figure 2 The physical architecture of the Wheel Loader.
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We have studied the VECU in the Wheel Loader in more detail than the other two
ECUs. Both the VECU and IECU are implemented on hardware platforms
supporting three different storage types. EEPROM, Flash and RAM [17]. The
memory in an ECU is very limited, eg. 64 kb of RAM, 512 kb of Flash and 32 kb
of EEPROM. The processors used are 20 MHz for the VECU and 16 MHz for the
IECU (due to lower system load).

1.3 Rubus OS - A Real-Time Operating System
Rubus OS, used in Volvos entrepreneur machines, is an operating system
supporting hard rea-time and soft real-time services. Amongst other things the
Rubus OS (hereafter cdled ROS) was designed to minimize utilization of RAM,
minimize dispatching overhead and to be akernd of minimal size.

The hard services in Rubus are referred to as 'Red services and the soft ones as
‘Blue services, interrupts are referred to as 'Green services. A system running
ROS can use either one of the services, or a combination of them.

A

Figure 3 Priorities between services in Rubus

1.3.1 Red services

The Red services are executed according to the time-triggered paradigm and
supported in the OS by threads. The Red services are preemptive, but preemption
for them is seldom applied.

The following are possible attributes for Red service tasks:
- Releasetime
Execution time
Period time
Deadline
Precedence (see Rubus CC)

The threads building up Red services are executed according to an off-line
generated schedule created with a formal specification language that is compiled
by atool caled Rubus Configuration Compiler (RCC). The Red service of ROS
has higher priority than the Blue services, hence Red services are always
executed in favor to Blue.

1.3.2 Blueservices
Unlike the Red services the Blue services are always pre-emptive and executed
according to the event-triggered paradigm (with fixed priorities). The Blue
services are priority based and scheduled thereafter. A total of 15 priority levels
are supported. Executions of tasks with equal priorities are handled in a First-1n-
First-Out (FIFO) manner.

16
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Executions of the Blue services are handled in background fashion, meaning that
they may execute whenever the Red or Green part isidle.

The following are possible attributes for Blue service tasks:
Priority
Stack size

1.3.3 Interrupts

Rubus supports handling of interrupts. Interrupts are assigned highest priority in
the system and may pre-empt red and blue serviced tasks. Interrupts are
dispatched immediately at arrival. They are served by interrupt service routines
which results in them having the highest priority in the system, even higher than
the kerndl.

1.3.4 Additional information
Tasks in ROS communicate using ports, message queues, semaphores and
signds.

ROS supports several system modes e.g. start-up, drive and shutdown mode €tc.
Since each mode has a dedicated schedule, a schedule switch may occur during
mode changes at run-time.

Different kernel parts actuate Red and Blue services respectively. The Red
services rely on a basic clock with a user specified resolution (1ms at Volvo). The
Blue services rely on a dedicated "blue clock™ with resolution related to the basic
clock (10 a Volvo, meaning that 10 basic clock ticks correspond to one blue
tick).

Since Red services very seldom preempt each other, and if they do so they
preempt each other in a predictable manner, one shared stack can be used for all
of them. The Blue services must, due to unpredictable preemptive behavior,
allocate one stack for each task.

1.3.5 Task scheduleinthe VECU

The number of Blue serviced tasks, in the VECU, is very low compared to the
number of Red ones. The utilization of Red services varies in each mode. The
drive mode, one of the modes with the highest number of red serviced tasks, has a
utilization of approximately 76%, leaving 24% for Blue services. The actua (run-
time) utilization of the Red services is considerable lower, because the schedule is
based on worst-case execution times.

The total length of the off-line schedule for each mode, used to serve Red tasks, is
100 ms. The assigner (Volvo) wishes to retain the length of the schedule since it
is stored in Flash memory. Increasing the length may result in need of more FHlash
memory.

Finding an execution schedule, for tasks with attributes as explained in previous
sections, is a NP-Hard problem. The release times for Red tasks ranges between 0
- 90ms and are given in steps of 10ms eg. 0, 10, 20 and so on. Given these
release times, the tasks will be released in chains with intervals of 10ms. Period
times of 10ms, 20ms, 50ms and 100ms are the only ones used for Red serviced
tasks.

17
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1.3.6 System partitioning
The functionality of the VECU is divided into categories as:
Input — Handles reading of externa data e.g. sensor values.
Vehicle — Includes regulation, supervision, etc. This can be considered as
the main functionality.
Output — Produces actuator-data.
Logging — Saves data for analysis.
Communication — Handles communication between ECUs in the system.

Some of the categories have precedence relations between them, e.g. Input
precedes dl the others while the output executes last in the chains.

1.3.7 Rubusdevelopment tools

The complete Rubus product line consists of several tools for development of
real-time systems. The following section describes some of the tools we have
been using during our case study.

Rubus Visual Sudio (RVS)

The RVS is a graphical tool that can be used as a helper to alocate system
resources, such as CPU time and memory etc, pre-run-time. It can then be used to
visualize the systems run-time behavior and for debugging purposes. Component
creation, port connections and communication paths between tasks can be
handled visualy by ease with the RVS.

Rubus Configuration Compiler (RCC)

The RCC supports the use of components and composites described by a formal
language. Each component can be described by a task with certain functionality
and communication capabilities through ports. A composite is a component
consisting of several components.

The RCC is an agpplication responsible for compiling the forma design language,
in order to create an off-line schedule, ports etc. used by ROS. Since ROS
supports the use of severa different modes, the RCC creates one schedule for
each mode.

The Rubus Configuration Analyzer (RCA)

The RCA is an application that can be used to visualize the off-line scheduled of
the Red services in different modes. Task executions and information such as
rel ease times, execution times and so on, are shown in an understandable manner.
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OP_CoolantTempStatus =
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}
}

Figure 4 A graphical representation of components

1.4 Software development process at Volvo

The following five steps is a generd description of the software development
process at Volvo. The activities are performed in parallel (overlapping) whenever
possible. Working in parale often shortens the caendar time it takes to develop
a system but the required effort in man-days still remains.

It is important to understand the activities in each step in the process, in order to
propose changes with support to them.

M anaging softwar e requirements

Thisisthefirst step in the process. In this step the requirements specifications are
received from the customer. Both documented and verbally given requirements
form the inputs for further actionsi.e. technical and economical reviews etc. The
requirements consist of functional and tempora specifications. The outputs from
this step are a list of approved requirements, functiona and test descriptions.
These outputs form the inputs to the next step in the process.
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Design of software

The second step in the process concerns the design of the software. It involves
activities such as environment checks (both target and development
environment), placing of 1/0 functiondlity, identifying communication and
modes, task and component identification. The outputs are formed of six parts,
eg system and subsystem design descriptions, communication and warning
descriptions etc.

Implementation of Software
This is the third step in the development process. In this step the outputs from

both the requirements managing and design steps are used as a base for the
implementation activities. There are a tota of six activities in this step eg
creating of OSshell, addition of basc components, creation of functiona
components and data sets etc.

Verification and validation of software

This step is sometimes referred to as testing. The implemented software is tested
both automatic and in interactive modes. The results are compiled into fault
reports, deviation reports and test protocols.

Delivering of software

This is the last step in the process. The software package, deviation report and
customer agpprova forms the initial input to activities such as preparation,
updating, verifying and creation of the released software.

1.5 Resultsfrom the case study

During the case study some ideas and possible solutions to the objectives came
up. The following sections briefly describe them.

1.5.1 Development process
We bedlieve that the software development process at Volvo is carefully worked
out to suit them. It iswell documented since they are SO certified.

Still, during the case study, we encountered some lacking issues such as:

- Traceability in the requirements documentation. It is hard to find
references between documents.
Some of the tempora requirements from the customer seem too tight for
the desired purpose. It seems like the tempora constraints are too tight
due to limited knowledge or insght in the reaktime application, e.g.
timing constraints of 0.5 seconds for visua interaction.
Some information in documents is duplicated at several places. This may
lead to ambiguous information especially when changes are made in
them.
The references between source code and the corresponding documents
are sometimes hard to follow.
Some source codes are insufficiently commented.
Non re-entrant driver(s), e.g. the J1587 communication driver.
Some precedence relations are not retained by Rubus CC (bug?).

Although we found some lacking issues, we must mention that the software
development process at Volvo in generd is very good and maintained very well.
Some of the issues above may be due to our inexperience; ill they are worth
mentioning since most new employees will probably encounter them.
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1.5.2 Thecommunication
The J1587 (J1587 is the protocol on the J1708 bus) communication in the VECU
is currently handled in software. Due to the high intensity of the interrupt
(approximately 35% of the system utilization [15]), a suggestion would be to
handle it entirely in hardware. This would save a lot of system resources that
today are used on communication.

According to Vdvo the J1708 bus will be removed and replaced with an
additional CAN bus in the future. The CAN bus is today controlled with
hardware, and hence, the problem will be negligible since interrupt interference
and communication handling will be largely reduced.

1.5.3 Converting functionality from Red to Blue

One of our tasks is to find functionality that can be moved from the Red part to
the Blue part. During the case study we have found some possible solutions to the
task.

We have identified the following as convertible from Red to Blue:
The visud interaction with the driver through the IECU. The timing
constraints, given by the customer, seem too tight today. They are not
redistic and the criticality of such information is usually not high.
For tasks with a desired period greater than 100ms. Many tasks are today
scheduled with a period of 100ms because it is the longest possible
without extending the length of the off-line schedule.
Tasks with short period times where the mgority of the calculations are
performed at events that seldom occur, can be broken up into two parts;
one red polling task that triggers a blue task performing the calculation.
This will decrease the utilization of the system while retaining the desired
requirements. This will of course increase the utilization of the blue part,
but the reduced WCETS for the polling tasks will decrease the utilization
of the red part and thus it benefits the total system.
Tasks where the desired period will increase the length of the red
schedule i.e. non-multiples. Volvo will probably never use this, but we
think it is worth mentioning it.

1.6 Revisiting the objectives

The case study gave us a view of the current architecture and development
process a Volvo. Looking at the objectives once again, and commenting them
with the knowledge we have from the case study, makes it easier to find correct
literature.

The main objective of this thess is to make it possible to increase the actua
utilization of the system at Volvo. In doing this, the entire development process
has to be considered and may be subject to changes. The system is currently
mainly scheduled as a hard rea-time system with timing congraints for the
majority of tasks. Each task is scheduled with its worst-case execution time.
Since resources are limited this approach will eventually lead to a state where no
more Red tasks can be added to the system. Even though a time-triggered system
can be scheduled close to 100% utilization, the actua utilization may be less than
50% [10], due to tasks not running for the worst-case execution time at every
invocation.

To increase the actua utilization one can introduce Blue tasks into the system.
This will lead to two possible scenarios concerning processor demand. Either the
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demand is less than 100% or greater then 100%. Feasibility for a solution where
the demand is less than 100% is pretty straightforward. We have to think about
communications between Red and Blue tasks and blocking when using shared
resources.

Another possible solution to increase the actua utilization is to schedule the
processor(s) for more than 100%. This can only be achieved in the current system
a Volvo by introducing parts of the functiondlity as Blue. Using Blue parts the
total scheduled utilization can be greater than 100% and the actual utilization less
than 100%. This stuation is likely to happen when the system load is low or
normd [11]. But the situation where the system load is high must aways be
considered. The high loaded system may lead to an overloaded situation [4],
where not all tasks can meet their deadlines. In worst-case a domino effect may
cause al tasks to miss their deadline [12]. In these situations a guaranteed quality
of service (QoS) isdesirable.



Chapter 2

2 Literature Study

This literature study is done as a part of our masters thesis at VVolvo Construction
Equipment (Volvo CE) at Eskilstuna. The main goals with the literature study are
to find relevant literature describing design issues and requirements specifications
of real-time systems. Furthermore, we want to find some agorithms or methods
for handling overload stuations in real-time systems. We aso want to find
methods for off-line analysis of systems where soft and/or hard tasks, scheduled
according to the fixed priority paradigm, runs in the background of a static off-
line schedule.

This chapter briefly describes the most relevant issues in the papers and books we
have read during the literature studies. Some of the papers are discussed;
advantages and drawbacks are given for the solutions/methods/algorithms in the

papers.

We have tried to structure the chapter according to the development process at
Volvo. First we describe papers that address the problems and issues of
requirements specifications, then we give the papers that handle design issues,
and finaly we present papers concerning implementation.

2.1 Opening discussion
There is no paper that deals or implicit suggest solution of how to fulfill dl of the
objectives, that is the reason to why several papers are used to form solutions.

Requirements
Finding papers with specific information about requirements for rea-time

systems was not easy. Most papers contain general information about how to
capture or write requirements to avoid misinterpretation. However, severa papers
describe common characteristics of good requirements such as correct, complete
and consistent specifications.

A very important characteristic as we see it is aso the redlistic-ness of
specifications, meaning that each specified requirement must be possible to
fulfill. Both logical and tempord requirements may fall under this characteristic.

Design

When designing real-time systems, the classification of task as hard, soft, firm or
a combination of them, should be considered. Several papers describe the
difference between hard, soft and firm tasks. Also deciding whether to use the
time-triggered or event-triggered paradigm, or a combination of them, should be
considered with the respective paradigms advantages and disadvantages in mind.

Time-triggered properties include, easy verification of timing requirements, high

degree of determinism, possible difficulties in constructing a schedule etc. Event-
triggered properties include, easy handling of dynamic events, avoidance of
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unnecessary polling, easy introduction of new tasks to the system etc. A time-
triggered system may be less affected by faults in dynamic events eg. a
malfunctioning sensor, than an event-triggered one [9]. However the event-
triggered paradigm may have higher processor utilization than a time-triggered.

We believe that it is possble to introduce guaranteed event driven tasks into the
system at Volvo but we aso believe that the advantages of such approach do not
outweigh the testability and determinism of time-triggered approaches.

Scheduling algorithms

Severd papers dea with the problem of scheduling aperiodic tasks at run-time.
Most of the server algorithms, intended to serve aperiodic tasks, concentrate on
enhancing the response times of the aperiodic tasks [18]. Since aperiodic tasks are
often activated by some event, the server algorithms relies on the event-triggered
paradigm of real-time systems.

A number of scheduling agorithms dead with overload. Overload is often
assumed to happen due to aperiodic tasks arriving dynamicaly to the system.
Overloaded systems should be avoided because they may cause catastrophic
effects. When a system is overloaded some scheduling agorithms such as EDF
may result in all tasks missing their deadlinei.e. the so-called domino effect.
Algorithms that handle overload are categorized into three types. Guarantee
based, Best effort algorithms and imprecise computation agorithms.

An interesting concept called weakly hard systems is introduced amongst the
guarantee-based agorithms. The concept allows system resources to be smdl by
introducing a predictable and bounded allowance of deadline misses.

Response time analysis

In [22] a method to calculate response times for dynamically scheduled tasks
executed in the background of a cyclic static off-line schedule is introduced. It
could be used a Volvo to caculate response times for dynamic blue tasks. The
method is developed to overcome pessmistic result of ordinary response time
calculations in the described systems.

2.2 Requirements specification

Distinctions between requirements specification and design of real-time
systems [3]
The authors of the paper describe the digtinction between design and
requirements specifications for rea-time systems. Different views of looking at a
real-time system when specifying requirements are described. The different views
are divided into three perspectives:

1. Functional requirements, e.g. acquire sensor data.

2. Behaviora requirements, e.g. communication between tasks

3. Timing requirements, e.g. max response time.

The design should modd the needs expressed in al of the above views. At design
time it is no longer possible to think of the system as one with unlimited amount
of resources.
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One major drawback with this @per is that it is fairly old. We believe that it is
interesting to look at the system as described, especidly the fact that infinite
system capacities can be thought of in capturing the requirements. Unfortunately
we think it is unrealistic now days to  so, since economical matters must be
considered.

Writing good requirements. A requirements working group information
report [20]

In [20] the author addresses common problems encountered in writing
requirements. Severd problems, including making bad assumptions to over
specifying the requirements, are described and suggestions are given in order to
eliminate them. The use of grammar for specificationsis also described.

The paper contains a lot of useful information and examples of both good and bad
ways of writing requirements. Nothing specia is mentioned about requirements
concerning real-time systems, so the paper can serve as a source of common
guidelines for writing requirements.

System requirements specification for real-time systems[14]

In [14] the author discusses how reguirements specifications can be effectively
formulated. It is a pretty old paper with a lot of common knowledge about the
usage of requirements as an instrument in the development process. One thing
that differs this paper from many modern ones, concerning requirements, are the
attributes (which back then were about 4 ones, depending on the methodology)
that makes up good requirements, especialy the one about machine
processibility. It is stated that good requirements only can be achieved if the
management is fully acquainted with the redlities of the project. Although itisold
we think it is an important statement.

Real-time programming specification [15]
In [15] the author suggests guidelines that may be useful in implementation of
real-time systems.

An interesting discussion is given about programming specifications. They are a
set of documents defining the system in programmable terms by trandation of
functiona regquirements to technical descriptions. One of the suggested purposes
(except being an aid in system design and providing an organized means of
programmer to programmer communication etc) of the programming
specifications, is that they should permit effective use of inexperienced personnel.
Meaning that they should be written in an understandable language and
containing only useful information permitting the inexperienced personnel from
making significant system decisions.
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Softwar e engineering, theory and practice[19]
[19] is a book about software engineering in which the different step in a
development process are described. A chapter about capturing the requirements
describes some characteristics of good requirements as.
- Correctness — Stated without errors.
Consistent — No conflicting or ambiguous requirements must exist. Two
inconsistent requirements cannot be satisfied simultaneoudly.
Complete — Contains al dtates, state changes, inputs, constraints and so
on.
Realistic — Isit redly possible to do the things stated in the requirements?
Needed — Is some feature really necessary.
Verifiable — One must be able to write tests that demonstrate that
requirements have been met. Terms such as easy, rapid quick, user-
friendly etc. must be avoided since they have different meaning, thus
hard to verify, to different persons.
Traceable — Can each function be traced to a set of requirements?

These characteristics are something that we must have in mind if we are going to
suggest a change in the requirements a Volvo CE.

2.3 Design

Real-time systems are usually classified according to the importance of missing a

deadline. A rea-time system can be: hard, soft or firm[18][35]:
In a hard system (or task) it is considered a system fault if atask misses
its deadline, and hence produces a late result. The violation of the
deadline can result in catastrophic consequences, either economic or
human.
A soft system (or task) is one in which the response time is important but
it is acceptable to miss deadlines occasionally. Producing a late result is
acceptable.
A firm system (or task) is one in which deadlines can be missed
occasiondly, but producing alate result is worthless.

The term occasionally (in the classification of rea-time systems above) is so
ambiguous that it has no practica meaning for a specification for systems that
may tolerate a degree of missed deadlines. The term hard, on the other hand, is
very restrictive because no deadlines are alowed to be missed, and the term soft
istoo relaxed. To overcome these problems the term weakly hard isintroduced to
bridge the gap between the soft and hard term [35]:

A weakly hard system (or task) is one in which deadlines can be missed in a
predictable way, the number of and the pattern of allowed deadline misses must
be specified. It ishard in the sensethat it hasto be guaranteed beforehand that
the specification will be met.

Examples of hard and soft activities that may be presented in control applications
are given below [18].

Hard activities include: Sensory data acquisition, detection of critica conditions,

actuator serving, Low-level control of critica system components, and planning
sensory-motor actions that tightly interact with the environment.
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Soft activities include: The command interpreter of the user interface, handling
input data from the keyboard, dsplaying messages on the screen, representation
of system state variables, graphical activities, and saving report data.

When designing a system it is important to not make tasks harder than they
actually are (i.e. functionaity are often considered to ke harder than it is) but to
make them as soft has possible. Making tasks harder than they are will waste
resources and the available resources will end up earlier than necessary.

The set of rules that determines the order in which tasks are executed is caled a
scheduling agorithm. A scheduling algorithm can be [18]:

1. Preemptive or Non-preemptive.

2. Satic or dynamic — Whether the scheduling decisions are based on
fixed or dynamic parameters.

3. Off-line or on-line — Whether the scheduling agorithm is used off-
line or on-line.

4. Optimal or Heuristic — An agorithm is sad to be optima if it
minimizes some given cost function defined over the task set. If it
tends toward but does not guarantee to find the optima schedule, it is
said to be heuristic.

According to this classification Volvo has.
1. A “non-preemptive static off-line scheduling dgorithm” for the red
part, and
2. A "Preemptive static on-line scheduling agorithm” for the blue part.

There are some desirable features of real-time system [18]:

1. Timeliness — deliver result within predefined time.

2. Design for peak load — should not collapse under transient overload
Stuations.

3. Predictability — must be able to guarantee the behavior in advance.

4. Fault tolerance — single hardware and software failure should not
cause the system to crash.

5. Maintainability — should be easy to perform modifications.

Application Design |ssues[18]

The authors of [18] describe some important issues related to the design and the
development of complex rea-time gpplications requiring sensory acquisition,
control, and actuation of mechanical components.

They aso show how time congraints, such as periods and deadlines, can be
derived from the application requirements.

All complex control applications that require the support of a computing system
can be characterized by the following components:

1. The systemto be contraled — A plant, a car, etc.

2. The controller — The computing system.

3. Theenvironment — The externa world.
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Depending on the interaction between the controlled system and the environment,
three classes of control systems can be distinguished:

1. Monitoring systems — Do not modify the environment, only process
the sensory data and displaysit to the user.

2. Open-loop control systems — Interacts with the environment. The
actions made do not dtrictly depend on the current state of the
environment.

3. Feedback control gstems — Have frequent interactions with the
environment in both directions, i.e. the actions produces by the
actuators are strictly dependent on the changes in the environment.

Interrupt handling

In [18] the authors mention three possible techniques to reduce the interrupt
interference on the application tasks and till perform /O operations with the
externa world.

Approach A

The most radica solution is to disable al externd interrupts. The application
tasks are responsble for handling the periphera devices through polling the
registers of the interface boards.

Pros: The direct access to 1/0O devices allows great programming flexibility and
eliminates delays caused by the drivers execution.

Cons: The main disadvantage is low processor efficiency on 1/0O operations due to
the busy-wait of the task while accessing the device registers.

Approach B

All externa interrupts are disabled. Unlike the previous solution, the devices are
not directly handled by the application tasks but are managed in turn by dedicated
kernel routines, periodicaly activated by the timer.

Pros: The application tasks do not need knowledge of the low-level details. The
approach aso diminates the unbounded delays due to execution of interrupt
drivers.

Cons: The system is not that efficient during the 1/0O operations, due to the fact
that the interrupts are disabled and the devices must the handled with busy-wait.
Since the device handling routines are part of the kernd, it has to be modified
when some device is replaced or added.

Approach C

Leave dl externd interrupts enabled while reducing the drivers to the least
possible size. The only purpose of each driver is to activate a proper task that will
take care of the device management.

Pros: The mgjor advantage of this approach with respect to the previous onesis to
eliminate the busy-wait during 1/0O operations. The unbounded delays introduced
by the drivers during tasks executions are aso drasticaly reduced, so the task
execution times become more predictable.

Cons: The system may suffer heavy overload from malfunctioning sensors (not
mentioned in the book).

28



Literature Study

The issue of interrupt handling is very important a Volvo CE, due to that they
have fairly high interrupt interference (approximately 35 % of system utilization
[15]) caused by the communication handling etc.

The best approach to reduce the interrupt interference at Volvo CE would be to
handle the communication entirely in hardware and not in software as it is
handled today, e.g. the time consuming stuffing and un-stuffing, thet is handled in
software today, could be handled entirely in hardware. Then the communication
hardware would only need to generate interrupts at package arivd, or it could
even be polled to entirely eliminate the interrupt interference. We know that the
hardware solution has been a subject for prior thesis that was never finished.

The second best solution would be to apply Approach C above. (This is dmost
the solution implemented a Volvo today, but the ISR routines are currently not
minimized.) This would lead to less interference from the high priority ISR
(Interrupt  Service Routineg/Driver), handling the interrupt from the
communication, and a more predicable system. The time spent handling the
communication will of course not vanish, but will be moved to the schedule in the
form of an event-triggered task, and hence, it will be considered during the
analysis of the system.

This approach can also be nodified to a non event-triggered solution (which we
think would be preferred a Volvo CE). In this approach the only purpose of the
ISR isto store the received packages in a buffer that a periodic task later can read
and perform proper actions for each packet.

The design of real-time systems: from specification to implementation and
verification [2]

In [2] a design methodology for distributed real-time systems is described. Static
scheduling and a globdly synchronized time-base are assumed. Characteristics
such as predictability, testability, fault tolerance, system design, systematic
decomposition, evaluability are explained. Furthermore they explain how timing
behavior for dependable tasks (e.g. communication from tasks that read sensors to
the tasks that control actuators i.e. transaction) can be handled by: precedence
constraints and an upper bound for the completion time of each transaction. They
also discuss issues such as estimated and calculated execution times and their
relations. They suggest comparing the calculated and estimated execution times
to prevent too pessmistic results.

This is an paper with some issues that could be useful for us, especidly the parts
about timing issues. The design method (differs from the current one used at
Volvo CE) in itsdlf, would lead to too large changes at Volvo CE.

Design issuesin real-time [7]

In [7] the author discusses issues involved in design of a rea-time system. To
predict how a system will behave in al possible circumstances, determinism is
discussed and defined. In a deterministic system a unique set of outputs and next
states of the system can be determined depending on the systems current state and
the inputs to it. Determinism is usualy divided into two categories. event
determinism and temporal determinism Event determinism means that the next
dtates and outputs of the system are known for each set of inputs which triggers
events. Temporal determinism implies that the response times for each set of
outputs are known.
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For a hard real-time system it is important to fulfill both event and tempora types
of determinism.

Real-time system design: a temporal perspective[13]

A set of techniques that can be used by a designer in choosing artifacts such as
period time, deadline and priorities etc, are summarized in [13]. Examples are
given for both time and event driven systems. The main approach in [13] isto
gart with implicit timing constraints called performance specifications (e.g.
maximum steady dsate error), and mapping them into system-levd timing
constraints (e.g. maximum end to end latency from a sensor to an actuator). The
system-level timing congtraints are then transformed to task level timing
attributes (e.g. constraints, such as period deadine and phases, amenable to
schedulability andysis).

Thisis away of breaking down timing requirements from a high abstraction level
to tasks. Although the paper contains general and sometimes, to us, known
information, it might be hepful to consder these facts when end to end
congtraints are to be handled.

Tolerating sensor timing faultsin highly responsive hard real-time systems
[9]

In [9] the author discusses hard real-time systems with a combination of time and
even triggered tasks. It is stated that time-triggered activations are less affected by
sensor timing faults than is event-triggered. However, the processor utilization for
time-triggered systems are often low, sometimes unacceptably low, compared to
event-triggered ones.

So ether you have an time-triggered system which tolerates sensor timing faults
farly wel but with a low utilization factor, or an event-triggered systems with
high utilization that may be unreliable when sensors fails.

The author introduces a task splitting model (TSM) in order to activate tasks at
reliable intervals and preserve good processor utilization. The TSM transforms
one task into three parts. The TSM is basically used to determine the correct time
dot for activation of tasks, e.g. to avoid peaks of interrupts caused by sensor
faults.

We believe that this might be a way of controlling burst arrivals of interrupts in
the system at Volvo CE, but it is out of our thesis scope o it will be left as a
reminder to the developers of the real-time operating system Rubus.
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2.4 I mplementation

24.1 Server algorithms

Many real-time control applications require both aperiodic and periodic tasks.
Periodic tasks are typicaly time-driven and execute critical control activities with
hard timing constraints. Aperiodic tasks are usualy event-driven with hard or soft
timing congtraints depending on the specific application.

When dedling with such hybrid task sets, the main objective of the kernd is to
guarantee the schedulability of al critica tasks and provide a good average
response time for the soft and non real-time activities. If event-driven aperiodic
tasks must be guaranteed, some assumptions on the arrival rate must be made
(define a minimum inter-arrival time, MINT), to be able to perform the off-line
guarantees.

In systems with hybrid task sets, server agorithms may be used to enhance the
response time of aperiodic requests through the use of a server task (the server).
The main task of the server isto preserve capacity (execution time), which can be
used later to serve aperiodic tasks requests with.

There exist two categories of server agorithms. Fixed-priority servers and
Dynamic priority servers. The difference between fixed-priority servers and
dynamic priority serversis the current scheduling policy they use, or actualy how
the priorities are assigned to the tasks in the system. Fixed-priority servers are
based on fixed-priority scheduling and dynamic priority servers are based on
dynamic priority scheduling. All the dynamic priority servers described here are
scheduled by the earliest deadline first agorithm.

2411 Fixed-priority servers
Below we give different Fixed-priority server agorithms as described in [18].

Background scheduling

Background scheduling is a very simple method to handle soft aperiodic activities
in the presence of periodic tasks. The soft aperiodic tasks are scheduled in the
background and executed when there are no periodic instances ready to execute.

Background scheduling can only be adopted when the periodic load is not high
and the gperiodic activities do not have stringent timing constraints. For high
periodic loads, the response times of the aperiodic requests can be too long for
certain applications. The maor advantage of the background scheduling is its
smplicity; only two queues are needed to implement the scheduling mechanism.

The Blue services in Rubus are executed according to the background scheduling
technique.

Polling Server (PS)
The average response times of the aperiodic requests can be improved with
respect to Background Scheduling through the use of a server.

The server is a periodic task, whose responsibility is to service aperiodic requests
as soon as possible. The server is characterized by a period, T, and a computation
time, G, called the server capacity. In genera the server is scheduled with the
same agorithm used for the periodic tasks, and when it is active it serves
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aperiodic requests within the limit of its server capacity. If an aperiodic request
arrives after the server has suspended, it must wait until the beginning of the next
palling period.

Deferrable Server (DS)
The Deferrable Server is a service technique introduced to improve the average
response time of aperiodic requests with respect to polling service.

As the Polling Server, the DS agorithm creates a periodic task (usualy having
the highest priority) for servicing aperiodic requests. Unlike polling, DS
preserves its capacity if ro aperiodic requests are pending upon the invocation of
the server. The capacity is maintained and can be used to service aperiodic
requests until it is exhausted. At the beginning of any server period, the capacity
is replenished at its full vaue.

DS provides much better aperiodic responsiveness than polling, since it preserves
the capacity until it is needed. One disadvantage with DS is that the server can
defer (even though it is the highest priority task and ready to run, it does not run
until an aperiodic request arrives) its execution when it could execute
immediately, and causing lower priority tasks to miss their deadlines even if the
task set was schedulable. Such an invasive behavior of the DS results in a lower
schedulability bound (~ 65.2 %) for the periodic task set.

Priority Exchange (PE)

The priority exchange algorithm is a technique introduced for servicing a set of
soft aperiodic requests along with a set of hard periodic tasks, with a better
scheduling bound compared to DS.

Like DS, the PE uses a periodic server (usudly at a high priority) for servicing
aperiodic reguests. However it differs in the manner which the capacity is
preserved. Unlike DS, PE preserves its high-priority capacity by exchanging it for
execution time of lower-priority periodic tasks, if there are no aperiodic requests
pending. Thus, the server capacity is not lost but preserved at a lower priority,
which later can be used to service aperiodic requests.

With respect to DS, PE has a dightly worse performance in terms of aperiodic
responsiveness but provides a better schedulability bound for the periodic task
st. One maor drawback with PE is its implementation complexity, this
complexity is due to the work required to manage and track the priority
exchanges.

Sporadic Server (SS)
The Sporadic Server agorithm enhances the average response time of aperiodic
tasks without degrading the utilization bound of the periodic task set.

The SS agorithm creates a high-priority task for servicing aperiodic requests and,
like DS, preserves the server capacity at its high-priority level until an gperiodic
request occurs. However, SS differs from DS in the way the capacity is
replenished. The capacity is not replenished periodically, as in DS, ingtead it is
replenished after it has been consumed by aperiodic task execution.

There are two advantages with this agorithm; Firdtly, it has a better utilization

bound of the period task set, compared to DS. Secondly, the SS can be considered
as aperiodic task during the schedulability analysis.
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Slack Stealing

The Sack Stedling agorithm is an aperiodic service technique with offers
substantial improvements in response time over the previous service methods
(PE, DS and S9).

Unlike the earlier mentioned methods, the dack steding agorithm does not
create aperiodic server for aperiodic task service. Rather it creates a passive task,
referred to as the Slack Stedler, which attempts to make time for servicing
gperiodic tasks by “stedling” al the processing time it can from the periodic tasks
without causing their deadlines to be missed.

The main idea behind dack stedling is that, typicaly, there is no benefit in early
completion of the periodic tasks. The periodic tasks are normally scheduled with
RM. When an aperiodic request arrives, the Slack Stealer stedls al the available
dack from periodic tasks and uses it to service the request.

There are two mgor drawbacks with the Slack Stealing algorithm which makes it
improper to use in a rea-life gpplication. First, the overhead introduced by the
large amount of calculations done when recomputing the dack function, may be
very large. Findly, the size of the table holding the precomputed dack function
can be too large for practical implementations.

E = Excdlent, - = Good and P = Poor

Table 1 Evaluation summary of fixed-priority servers.

Performance | Computational | Memory Implementation
complexity Requirements | Complexity

Background | P E E E
Service

Polling P E E E

Server

Deferrable E E E

Server

Priority

Exchange

Sporadic

Server

Slack E P P P

Stealer
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2412 Dynamic priority servers

With respect to fixed-priority assgnments, dynamic scheduling agorithms are
characterized by higher scheduling bounds, which allow the processor to be better
utilized, increase the sSze of aperiodic servers, and enhance aperiodic
responsiveness.

The dynamic Priority exchange servers below are given in [18].

Dynamic Priority Exchange (DPE)

The Dynamic Priority exchange server can be viewed as an extension of the
Priority Exchange server, adapted to work with a deadline-based scheduling
agorithm.,

The main idea of the algorithm is to let the server trade its run-time with the run-
time of lower-priority periodic tasks (under EDF this means a longer deadline) in
case there are no aperiodic requests pending. In this way, the server run-timeis
only exchanged with periodic tasks but never wasted (unless there are idle times).
It can later be reclaimed when aperiodic requests enter the system.

The DPE server behaves like a periodic task and hence the schedulability analysis
is not affected; thus, the periodic task set can be guaranteed using the classica
Liu and Layland condition:

U,+Ug£1

Where U, is the utilization factor of the periodic tasks and U is the utilization
factor of the DPE server.

Dynamic Sporadic Server (DSS)
The Dynamic Sporadic Server extends the Sporadic Server to work under a
dynamic EDF scheduler.

The DSS differs from other server agorithms in the way the capacity is
replenished; it is not replenished at its full value at the beginning of each server
period but only when it has been consumed. The times a which the
replenishments occur are chosen according to a replenishment rule, which alows
the system to achieve full processor utilization.

The DSS server behaves as a periodic task and the schedulability analysis is not
affected. Thus the periodic task set can be guaranteed using the classical Liu and
Layland condition, mentioned above under DPE.

One problem with the DSS is; when the server has along period, the execution of
the aperiodic requests can be delayed significantly. One solution to this problem
is, of course, to use a Sporadic Server with a shorter period. This solution,
however, increases the run-time overhead of the algorithm. A second solution to
this problem is addressed in the Total Bandwidth Server.

Total Bandwidth Server (TBS)

The main idea behind Totad Bandwidth Server is to assign a possible earlier
deadline (compared to the DSS) to each aperiodic request. The earlier deadline
assignment reduces the delays of the aperiodic requests that can occur in the DSS,
when the server period is long. The assgnment must be done in such away that

A
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the overal processor utilization of the aperiodic load never exceeds a specified
maximum value Us.

When an aperiodic request arrives at time't = r, it receives a deadline:

C
d, =max(r,,d, ) +U_k

S

Once the deadline is assigned, the request is inserted into the ready queue and
scheduled by EDF as any other periodic instance. As a consequence, the
implementation overhead of this algorithm is practically negligible.

The TBS server, as earlier mentioned dynamic priority servers, behaves as a
periodic task and, hence the schedulability analysisis not affected.

Earliest Deadline Late Server (EDL)

The Earliest Deadline Late Server can be viewed as a dynamic version of the
Slack Stealing dgorithm. The basic principle adopted by the EDL is to use
available dack of periodic tasks for advancing the execution of aperiodic request.
When there are no aperiodic activities in the system, periodic tasks are scheduled
according to the EDF agorithm.

The EDL gives a better performance than the TBS through more complex
agorithms. An important property of EDL is that in any interval [O, t] it
guarantees the maximum available idle time, i.e. it automaticaly alocates a
bandwidth 1-U, to aperiodic requests. The response times achieved by this
method are optimal, so they cannot be reduced further.

The overhead introduced by computational complexity of the algorithm can be
too high and, hence, the algorithm may be of little practica interest.

Improved Priority Exchange Server (IPE)

The Improved Priority Exchange adopts the main idea of EDL, to develop a less
complex agorithm that still maintains a nearly optima behavior, and modifies
the DPE server using the idle time of an EDL scheduler.

The heavy computations of the idle times can be avoided by using the mechanism
of priority exchanges. With this mechanism, in fact, the system can easily keep
track of the time advanced to periodic tasks and possibly reclaim it at the right
priority level. The idle times of the EDL algorithm can be precomputed off-line
and the server can use them to schedule aperiodic requests, when there are any, or
to advance the execution of periodic tasks.

There are two magjor advantages in this approach. First, a far more common
efficient replenishment policy is achieved for the server. Second, e resulting
server is no longer periodic, and it can dways run at the highest priority in the
system.

Worth noting is that there are only rare situations in which the optimal EDL
server performs dightly better than IPE. Performance evauations have shown
that the performance difference between EDL and IPE is so small that it can
reasonably be considered as negligible for any practical application.
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Improved TBS (TB¥*)
The key idea of the Improved TBS is to shorten the deadline assigned by the TBS

as much as possible, still maintaining the periodic tasks schedulable.

The process of shortening the deadlines can be applied recursively to each new
deadline, until no further improvement is possible or after a maximum number of
steps defined by the system designer for bounding the complexity.

E = Excdlent, (- = Good and P = Poor

Table2 An evaluation summary of dynamic priority servers.

Performance | Computationa | Memory Implementation
Complexity Requirements | Complexity

BKG [P E E E

DPE

DSS

B E E E

EDL |[E P P P

IPE E P P

TB* E P E

2.4.2 Overload management

An overload condition is a dtuation in which the computationd demand
requested by the task set exceeds the time available on the processor, and hence
not all tasks can complete within their deadlines.

If the operating system is not designed to handle overload situations, the effect of
a transient overload can be catastrophic. There are even cases (for the EDF
scheduling algorithm) in which the arrival of a new task can cause dl the
subsequent tasks to miss their deadlines, in a domino effect. [18]

There are several scheduling agorithms that deal with overloads, in the real-time
literature. Most of the agorithms assume that the overload occurs due to
aperiodic tasks that arrive dynamically into the system, and hence, the schedule is
feasible before run-time. Other algorithms alow the schedule to be infeasible
before run-time, to make use of the system resources in a less pessimigtic way,
and assume that overload occurs due to underestimated WCETSs of the periodic
tasks.

When tasks can be activated dynamically and overload occurs, it is crucial for the
system to distinguish the importance of the task and the time condraints. In
general, the importance of a task is not related to its deadline or its period. In
order to specify importance of atask, a vaue is usualy assigned to it. The value
can then be used by the system to make scheduling decisions.

In the absence of aperiodic tasks that can cause overload in the system, overload
can still occur due to underestimated WCETSs of the periodic tasks. To handle the
overload in such systems one or more periodic task must be skipped. Occasional
skips of tasks will usualy not degrade the performance of the system too much, if
the skips are performed in a predicable way. Most often off-line andysis is
performed on the system for these agorithms to guarantee a minimum level of
QoS (Quiality of Service).
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Depending on the strategy used to predict and handle overloads, the overload
scheduling agorithms can be divided into three categories [18]:

1. Guarantee-based algorithms — The guarantee mechanismisbased on
WCET assumptions. This means that the guarantee of hard tasks is
achieved at the cost of reducing the average performance of the
system.

2. Best-effort algorithms — A best-effort scheduling algorithm tries to
“do its best” to meet deadlines, but there is no guarantee of finding a
feasble schedule. This agorithm performs much better than the
guarantee-based algorithm in the average case, due to that tasks are
only aborted under real overload conditions.

3. Algorithms based on imprecise computations — When time and
resources are not enough to complete the computations within the
deadline, there may till be enough resources to produce approximate
results that may at least prevent a catastrophe.

24.2.1 Guarantee-based algorithms

As mentioned earlier, the guarantee mechanism in guarantee-based dgorithms is
based on WCET assumptions. This means that the guarantee of hard tasks is
achieved at the cost of reducing the average performance of the system.

Efficient Scheduling of Sporadic, Aperiodic, and Periodic Tasks with
Complex Constraints[30]

The agorithm deals with a mixed set of tasks. periodic tasks with complex and
simple congtraints, soft and firm aperiodic, and sporadic tasks.

The dgorithm uses an off-line scheduler to reduce the complexity of transforming
complex congtraints into the EDF modd. At run-time an extension of the EDF,
two level EDF agorithm, ensures feasble execution of tasks with complex
condraints in the presence of additional tasks or overload. Thus this is an
integration of off-line and on-line scheduling.

The method presented in the paper is an extension of the Slot Shifting algorithm
described in [39]; it is based on the off-line transformation d dot shifting but
provides a new run-time agorithm.

The paper assumes that the system is a distributed system and that no task
migration takes place under run-time.

The paper dso presents an agorithm for handling off-line guaranteed sporadic
tasks, to reduce the pessmism about future sporadic arrivals and improve
response times and acceptance of firm aperiodic tasks. This is done by using an
interference window; “We do not know when a sporadic task will invoke its
instances, but once an instance arrives we do know the minimum time until the
arriva of the next ingtance.” This information is used in the acceptance test of
firm aperiodic tasks.

This approach is fairly interesting, but it assumes that overload occurs due to
aperiodic requests. The idea of handling off-line guaranteed sporadic tasks to
reduce the pessmism about future sporadic arivas, is useful and will be
considered when we design our solution at Volvo.
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Dual Priority Scheduling [32]

Dual Priority Scheduling is an algorithm for scheduling tasks with soft deadlines
in rea-time systems containing periodic, sporadic and adaptive tasks with hard
deadlines. The main god of the algorithm is to enhance the responsiveness of the
soft tasks while guaranteeing the execution of the hard tasks.

Static priority servers such as Deferrable Server and Priority Exchange algorithm
are unable to make spare capacity available as anything other than a background
opportunity for soft tasks. Dynamic priority server methods, such as dynamic
Slack Steding, can identify such spare capacity through more complex
agorithms with greater computational costs.

The Dud Priority Scheduling is an dternative method of identifying spare
capacity. In the Dua Priority Scheduling there is a range of unique priorities split
into three bands. Upper, Middle and Lower. Under execution hard tasks execute
a either the upper or lower band priority. Upon release each hard task assumesiits
lower band priority, however, at a fixed time offset from release, the priority of
the task is promoted to the upper band. At run-time, other tasks with soft
deadlines are assigned priorities in the middle band. Thus soft tasks execute in
preference to hard tasks that are yet to undergo priority promation.

This method has the advantage of low overhead and ssmple implementation.

Minimizing Aperiodic Response Time in a Firm Real-Time Environment
[21]

The paper addresses the problem of scheduling hybrid task sets consigting of firm
periodic tasks and soft aperiodic requests, where periodic tasks can occasionaly
skip one instance once in a while, according to a predefined skip parameter,
which controls the quality of service of the task. The authors propose an
agorithm that exploits the spare time saved by the skipped instances to minimize
the response time of aperiodic requests. Periodic tasks are scheduled according to
EDF and, in order to minimize the response times, aperiodic tasks are handled by
an optima server dgorithm, the TB* server. Schedulability analysis is performed
to derive an off-line feaghility test.

The agorithm can aso be used to schedule dightly overloaded systems.

This paper dso mentions that the genera problem of scheduling firm periodic
tasks that alow occasiona skips has not received much attention in the real-time
literature.

Additionally the authors say (referenced to a paper by Koren and Shasa [34]) that
the worst-case for skippable tasks is when the model is deeply red: “A systemis
deeply red if dl tasks are synchronoudly activated and the first § — 1 instances of
every task t; arered.” For thisreason, al results in the paper are proved under the
assumption above.

This method introduces too much overhead to be considered as interesting to
implement at Volvo CE, due to the TB* agorithm.
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Overload M anagement in Real-Time Control ApplicationsUsing (m,k)-Frm
Guarantee [6]

In [6] the author discusses a way of discarding selected task instances as an
overload management technique. It is based on the so called (m,k) firm guarantee
model (meeting m deadlines out of k consecutive instances of atask). An instance
of a task is classfied as either mandatory or optiona. For the mandatory
instances, deadlines are guaranteed. The optiona instances are not guaranteed to
meet their deadlines. Whether an instance is classified as mandatory or optional
depends on the values mand k.

The author works out a scheduling policy capable of deterministically
guaranteeing when and where tasks will miss their deadlines. The information
can then be used to carefully discard task instances in order to reduce the
effective utilization of the system.

Automobile control applications are given a motivation to the problems
considered in the paper. It is stated that most control system can tolerate a few
deadline misses. Furthermore, the author describes how an optimal (under the
deeply red assumption) control law can be derived and a numerica example is
given.

One of the main drawbacks with this method is that there is no way of deciding
how the missed instances should be distributed over the window (the k
consecutive ingtances); the method will implicitly evenly distribute the missed
instances over the window. Furthermore, the first instance of each task is always
considered as mandatory (regardless of the values mand k), and hence, the
critical instant will always be at time zero and degrading the schedulability of the
task set.

Weakly hard real-time systems [4][36]

Thisisasummary of aconcept called weakly hard real-time systems as described
in [36] [4]. The authors describe methods to specify and guarantee tasks that may
miss their deadlines a defined number of times. The authors states that a system
where some deadlines can be missed (in a predictable way), alows the systems
resources to be smaller than it would be for meeting all deadlines. They give three
examples of such systems; computer-driven automatic control system, monitoring
system and multimedia systems.

We believe that this concept is the one of most interest and it is also the concept
that is most suited to the current architecture at Volvo with respect to the current
system. It requires just a few changes to the task model and some support to the
development process.

Some parts and definitions are intentionaly left out because it is a wide concept
where not everything is of our interest. This summary dedls only with the most
important facts of weakly hard systems, applicable to the system at Volvo.

I ntroduction

As mentioned in the introduction to this paper, rea-time systems are often
classified as either hard or soft. The main difference between the two typesis that
hard systems must guarantee that every deadline will k® met, whereas in soft
systems there is usually no such guarantees i.e. tasks may miss their deadlines
without serious consequences.
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Our case study showed that Volvos system, athough modeled as hard, aso
contains soft functionaities. So we would need away of loosening constraints for
certain tasks and still guaranteeing aminimal quality of service.

According to [36] the occasiond loss of some deadlines in certain systems can be
tolerated, due to negligible or non-serious consequences. A great advantage with
not having to meet every deadline is that such systems alow smaler system
resources than for meeting al of them. Additionally, such a system is more cost
effective whilst guaranteeing a reasonably good level of service.

Furthermore according to [36] there is often a trade-off between two objectivesin
rea-time systems, on one hand meeting dl deadlines and on the other
maximizing the use of system resources. To reconcile the two objectives, the
concept of weakly hard systemsisintroduced in [36].

Following the definition in [36], a weakly hard system (hereafter called WHS) is
formally a concept based on hard real-time systems that are weakened to include
a precisdly bounded and predictable distribution of lost deadlines. It was
originaly introduced to bridge the gap between hard and soft systems because the
term hard was considered very restrictive and the term soft as too relaxed.

The system at Volvo can adopt the concept of WHS for certain functionaities
that does not necessarily have to be modeled as soft nor hard, but somewhere in
between.

Specifications

In real-time systems there is often an interest in calculating response times for
tasks in order to decide whether a task will meet its deadline or not. Moreover it
is the maximum response time (R;) that is of greatest interest and it is often
caculated at a critical ingtant i.e. a point in time where a task will suffer from
maximum interference caused by other tasks in the system.

In WHS however, computing the maximum response time R is not enough. The
response time must be calculated for every invocation of a task in the hyper
period. The reason for the need of response time calculations at every invocation
is the fact that WHS tolerates a bounded and predictable number of deadline
misses using patterns (see next section). At different invocation in the hyper
period (leest common multiple of the tasks periods) a task will not be invoked
simultaneoudly with all higher priority tasks leading to lesser interference than at
acritical instant.

So a task may meet its deadline at different invocations even though it does not
do so in the worst-case.

Patterns
WHS characterize tasks with two patterns. The first one is called I -pattern,
which is a worst-case execution pattern, and the second is ™ -pattern being an

observed execution pattern at run-time. The patterns smply characterize the
sequences of missed and met deadlines of tasks.

For example a I -pattern of 10101 shows that a task will meet its deadline 3
times in the worst-case (at firdt, third and fifth invocation) and miss its deadline
two times. Hence a met deadline is denoted by a 1 in the pattern, and a missed by
0.
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Constructing the patterns shows the need for response time calculations at
different invocations of atask, in fact the patterns are constructed as sequences of
every invocation in a hyper period at the level of the task H; (see section analysis
of weakly hard systems) .

WHS temporal constraints

The concept of WHS dlows tasks to miss their deadlines in a bounded and
predictable way. To support the concept there are four possible types of
constraints for tasks. Each of the constraints considers a window of mconsecutive
task invocations. The four congtraints are formally defined as follows:

Meet any nin m deadlines denoted ly g;g i.e. in any window of m
[}

consecutive invocations of a task, there are at least n invocations in any
order that meet the deadline.

n
Meet row n in m deadlines denoted by <m> i.e. in any window of m

consecutive invocations of a task, there are at least n consecutive
invocations that meet the deadline.

an o
Misses any n in m deadlines denoted by gmi i.e. in any window of m
4]

consecutive invocations of a task, no more than n deadlines are missed.

n
Missng row n in mdeadlines denoted by <m> i.e. in any window of m

consecutive invocations of a task, there are no n consecutive invocations
that miss the deadline.

The different constraints are needed because different applications suffer more or
less depending on whether deadlines are missed consecutive or spread out over a
window of time.

The reason to why the constraints of met or missed deadlines are specified as
above and not as any ratio with percentage (e.g. 90 % of deadlines should be
met), is that specifications that uses percentage has no bounds to any period of
time. Moreover a percentage notation does not say anything about how deadlines
may be missed, consecutive or non- consecutive.

As an example meeting 90% of al deadlines could be fulfilled by meeting 90
deadlines out of 100. It would aso be fulfilled by meeting 900 deadlines out of
1000. The latter case may meet the first 900 deadlines and miss the last 100.
Depending on the application, the scenario could lead to unexpected results
which are undesirable in real-time systems.
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k — Sequences
In WHS k-sequences are used to anayze the properties of I -patterns. A k-

sequence is just a sequence W of k symbals (in particular, any subsequence of a
Im -pattern is a k-sequence). Subsequences are as the name implies, just parts of
the whole sequence.

In order to understand the meaning of the used sequences in WHS, the following
example shows k-sequences and subsequences.

Example:
If a i -patterns looks like 0101110011 then a sequence W wherek
=4 could look like 0101 or 1110 and so on.

If we have a sequence W = 0101 the sub sequence w** would be
101 i.e. the subsequence starting at index 2 and of length 3.

In WHS two k-sequences are of special interest namely the ones built up of only
1's (called good sequence) and the ones built up of only O's (caled bad
sequence). Moreover it is mportant to consider possible wrap around of k-
sequences e.g. in cyclic schedules.

k-sequences are often compared and classified as harder of softer than others. The
definition in WHS is as follows.

“If a k- sequence W has 1’s in the same position as another k—sequence w
butw has additional 1'sin the place where w has0’s, thenw isharder than
w .

As an example, following the definition above, W < W' denotesthat W is harder

thanw . It is provenin [36] that if a k-sequence satisfies a constraint, any other k-
sequence that is harder will also satisfy it.

Constraints over an alphabet
In WHS the temporal constraints (as explained earlier) are reformulated in terms

of k-sequences as follows:
a0 — a&no n\ — n
A= B2 A - i,R:<>,R <> Ckom
Mg gm,'a m m

This is done in order to decide whether a k-sequence satisfies any of the
congtraints. The definition is aso used to define relationship between different
congtraints over k-sequences.

As an example, the notions harder and weaker are used as relationship over
constraints as shown below:

Given two congtraints | andl . Then | isharder than | (i.e. | s
wesker thanl ) if dl k-sequences that satisfy | aso satisfyl . The
relationship isdenoted byl < | .
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The notion harder and weaker may be used as a support to build up sets of
sequences that satisfies a constraint and subsets of constraints that atask satisfies.
It is worth noting that according to [36] there exist constraints that are not
comparable.

Fragility
When a k-sequence satisfies a constraint, it is interesting to distinguish between
fragile and non-fragile k-sequences.

A fragile k-sequence is one that satisfies a constraint, but if a1 isswitchtoaO it
no longer satisfies it. Hence a non-fragile k-sequence satisfies a constraint even
though a 1 is switched to a 0.

The digtinction between fragile and non-fragile sequences can be used in a run-
time mechanism to decide whether atask must be activated or if it can be skipped
in order to let other tasks execute.

Characteristics of relationships between constraints
Several relationships between constraints are presented and proved in [36]. The
most important ones are summarized below:
- Meeting a least n deadlines out of mis equivaent to not missng more
thanm—ninm

Not missing more than n deadlinesin arow is independent of the window
Sze‘m.

If a k-sequence satisfies an A congraint, it will aso saisfy less
demanding constraints i.e. one which requires less 1's or one that extends
over awider window m

Algorithm
In order to test whether a k-sequence satisfies a constraint, the paper presents an
agorithm. The agorithm deals with four sub problems regarding satisfaction of
WHS constraints. They are:
1. Given a k-sequence, the agorithm determines if it satisfies a constraint.
This is mainly a problem of determining off-line whether a task satisfies
a weakly hard congtraint. The presented solution is smply a counting
algorithm that scans the sub sequences and check whether the constraint
IS met or not.

2. Given a k-sequence, the algorithm determines the subset of congraints
that it satisfies. This part deals with the problem of off-line determining
the set of congtraints satisfied by a task.

The third and fourth parts relates to problems of on-line checking whether
meeting the deadline at next task invocation is required assuming that:

All future invocations meet the deadline, or

The future behavior is given by the i -pattern.

The last parts of the agorithm are performed to evauate if it is possible to put in
better use of the time required for a task. It could for example be used for
improving the responsiveness of soft tasks if the algorithm shows that the next
deadline for atask can be missed still satisfying the weakly hard congtraint.
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Analysis of weakly hard systems
The basic process nodel presented in [36] is a system made up of purely periodic
tasks with the following constraints:

T, (period time)

D; (deadline)

| ; (weakly hard constraint)

Ci (worst-case execution time)

Where i denotes a task priority and deadlines are assumed to be equal or lesser
than the period.

Given the process model above, it is stated in [36] that the whole pattern of task
invocations is repeated at every least common multiple (LCM), referred to as
hyper period H.

For atask with priority i the pattern of both release times and response times, isin
fact repeated every hyper period at level i (H;). Andyzing atask within H; (i.e. at
LCM for al tasks with equd or higher priority than i) requires less computation
than anayzing it within H.

An important observation given in [36] is that worst-case scenarios for weakly
hard constraints do not necessarily happen around a critical ingtant. It is possible
that a task misses more consecutive deadlines at a later point than it does a a
critical instant. This fact shows the importance of computing the i -pattern and
analyze it for al invocations within H;.

Since the whole pattern of task invocations is repeated at H there is a possibility
that overrunning tasks (i.e. a task executing longer than expected) causes
interference with invocations in successive hyper periods. The paper presents a
way of determining whether such interference within a level i will occur. The
solution isto caculate if atask isbounded i.e. if the utilization given by:

C.
Ui = é 1
tJThep(t,)Tj

isequa or lesser than 1. If atask isbounded then it does not overrun over H;, so:

“if the utilization at level i of a task is smaller or equal to 1 then the last
invocation of the task in H; finishes before the start of the next H,”

The authors of [36] also presents a way of calculating worst-case finalization
times for tasks at different invocations. The presented solution uses a so-caled
idle time at levd i, that is the amount of time a processor can be used by tasks
with lower priority than i. The idle time at level i is then summed with the total
execution times for a task and with the total interference caused by tasks with
equa or higher priority than i.

Although the presented solution is a nice one, it is not well suited for the system
at Volvo. We suggest (see section 3.5.3.2) using a different formula, developed
by us, a Volvo to caculate findization times.
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Extensions to the basic process model
The basic process model is extended in [36] to include arbitrary deadlines i.e.
D, 3 T, to consider interference from previous invocations. Offsets and blocking

times are also considered in the extended model, but the most important extension
is the introduction of strongly hard sporadic tasks in the model. The latter model
extension corresponds closely to the system at Volvo.

An important observation in the mode with sporadic tasks is that the wordt-case
scenario for a mixed task set does not correspond to the worst-case scenario for
mixed weakly hard tasks. Meaning that applying the worst-case scenarios for a
mode with periodic and sporadic tasks is not enough for a smilar model with
weakly hard tasks.

The worst-case scenario for weakly hard tasks does not happen when the sporadic

tasks start at t = O, neither when they arrive at their maximum rate. The following
exampleisgiven in [36] to demonstrate the problem.

Table 3 A task set with weakly hard constraints
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Consider the task set given in Table 3. In Figure 5 the sporadic task arriveat t =0
and re-arrives at the maximum rate 15. The sporadic task only interferes (causes

t ,to miss a deadline a time 6) with the first invocation of t, in every hyper

a20
period. Despite the miss, the constraint gBi for t , issatisfied.
a
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Figure 5 Sporadic arriving at t=0 and re-arriving at maximum rate
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In Figure 6 the sporadic arrives at t = 4 and re arrives at its maximum rate. The
sporadic causes t , to miss two deadlinesi.e. the constraint for t ,, is unsatisfied.
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Figure 6 Sporadic arriving at t=4 and re-arriving at maximum rate

In Figure 7 the sporadic arrives at t = 0 and re arrives at a slower than maximum
rate. Again t , misses two deadlines because of sporadic interference.
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Figure 7 Sporadic arriving at t=0 and re-arriving at slower than maximum rate

The example suggest that exact analysis is computationdly intractable as it will
require to test al possible arrival times for the sporadic tasks and to consider al
possible phasing between the sporadic tasks. The author of [36] suggests a
method to cope with the problem. It is a sufficient but not necessary method. The
worst-case scenario for atask T, happens when al higher priority tasks (sporadic
tasks included) are released together with T; and when the sporadic tasks arrives
at their maximum rate. This consideration has to be applied to each invocation of
a task with weskly hard constraints in order to caculate its worst-case response
time.

Optimal priority assignment

Neither deadline monotonic priority (DMA) nor rate monotonic priority
assignment is optimal (except for strongly hard tasks with D £ T;) for weakly
hard systems. In [36] the author presents an optima priority assignment
agorithm that maintains the DMA for strongly hard tasks and swaps priorities of
pairs of tasks until the optima priority assgnment is found or until an un-
schedulable task set is determined.

Using the optima priority assgnment is highly recommended for weakly hard
tasks.
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On-line mechanism

In [36] Bernat gives two very simple algorithms to use on-line to enhance the
performance of the system. When using these on-line dgorithms a minimum QoS
can be guaranteed to the system. The algorithms can also be used to enhance the
responsiveness of soft tasks.

The basic idea behind the described on-line adgorithms is very smple: if a task
does not have to be invoked for the Weakly Hard constraints to be satisfied, put
the time required for the task in a better use.

As mentioned the paper describes two agorithms where the second is an
extenson of the first one. Blow we will give the main concept of the two
agorithms where the second one will only be mentioned and discussed briefly.

Next fragile

This problem is introduced to modd the case where we have an observed m —
pattern of a task and, assuming that the task will meet the deadline when it is
invoked, we want to determine if the deadline can be missed without violating its
Wesakly Hard congtraints. If the Weakly Hard constraints are not violated the time
required for the task could be put in better use, €lse the task must be scheduled in
order to meet its Weakly Hard constraints.

The formulaion of the problem is as follows. “Given a k-sequence ? that

satisfies a constraint] T G, consider the k + 1-sequence ?=? - 1. The question
iswhether Ak + 1) isafragile element.” [36]

ano
We will only give a very basic version of the agorithm for checking the é =
Mg

congtraint, but we encourage the reader to look at the corresponding chapter in
[36] for more details and to get the agorithms for the other constraints.

The agorithms are to be used while the k-sequence is being build. Therefore
Bernat has divided them into two components: the first component checks, given
a state and a k-sequence, if the next element is fragile, the second component
updates the state that defines the k-sequence for the following test. It isimportant
to note that the tests can only be applied to k-sequences that already satisfy the
constraints, therefore it is assumed that k = ?2.m

The first test (check if the next element is fragile) is redly smple for the
ano
miconstrai nt: it is only required to test whether there are n-1 1'sin the last sub-
[}
m-1-sequence of 7. If o, the last element is fragile.

BEG N Next _Fragil e Any
S = the nunber of 1's in the sub-m sequence of ?'.

IF s = n-1 THEN
Fragile = TRUE
ELSE
Fragil e = FALSE
END | F
END
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If the lement is fragile it is necessary to keep it as a 1 in the k-sequence in order
to guarantee the satisfiability of the constraint. However, if it is not fragile we
may decide to make it a 0. When this decision has been taken it is required to
update the state variables.

BEG N Updat e_st at e_NFA
S = the updated nunber of 1's (in the sub-m
sequence of ?7).

Add the last elenment to the k-sequence (1 or O
dependi ng on the decision).

Shift the k-sequence one step to the right.
END

Next fragile with p—patterns

This dgorithm is an extenson of the one mentioned above, the Next fragile
agorithm. In the Next fragile agorithm it was assumed that, in the future, dl
deadlines would be met. However, this may of course not be the case if the m—

pattern has 0's. Now we consider the case where we have the “observed” m-
pattern of atask, and its “calculated” nm—pattern. Now we determine whether the

current instance can miss its deadline without violating the Weakly Hard
constraint.

The formulation of the problem is as follows. “Given the sequence ?, 7,
?'1 ?* sothat I(?) = k and ? = ?-?’, and given any constraintl T C such
that 7+ ?. The question is whether ?(k + 1) is afragile eement. In other words,
does ?¥"1>%+ 277 [36]

In this case 7 corresponds to the “observed” r_n—pattern of the task, and ?’

corresponds to the “caculated” Im—pattern. ? is then the combination of the
observed behavior of the task and the prediction of the future.

This problem is a bit more complex than the previous one, however, the
agorithm is gill very simple as it follows the same idea as the previous one. In
order to check fragility of the k+1 element of ?it is required to test the sub-?.m
sequences that overlap with the k-1 element.

This algorithm has the advantage of better performance than the previous, but
there is a dightly larger overhead introduced to the system, which may be a
problem.

Skip-Over: Algorithmsand Complexity for Overloaded Systemsthat Allow
Skips [34]

The paper addresses the problem of scheduling occasionally skippable periodic
tasks in an overloaded rea-time system. The authors show that making optimal
use of skips is NP-hard. They adso give two agorithms, called Skip-Over
Algorithms (one for EDF and one for RM), which exploit skips and scheduling
bounds for both of them.



Literature Study

In the model each skippable task is dived into instances where each instance
occurs during a single period of the task. Every instance of a task can be either
red or blue; ared task instance must complete before its deadline, and a blue task
instance can be aborted at any time. Each task is also characterized with a skip
parameter s, 2 = s = 8, which gives the tolerance to missing deadlines. The
distance between two consecutive skips must be at least s periods.

The paper gives a necessary condition for the feasibility of a skippable task set
based on cumulative processor utilization, and it dso shows that it is impossble
to give a sufficient condition.

Then the authors give a sufficient condition for the feasibility of a skippable task
set scheduled according to EDF, based on the processor demand criteria.

The firgt agorithm that they present is the Read Task Only (RTO) agorithm. The
algorithm is a lazy agorithm in the sense that it never attempts to schedule a blue
task instance, i.e. it never does any work unless it absolutely hasto. The red tasks
are schedule according to EDF. This agorithm is optima in the deeply red
mode, i.e. al instances but the last ones of atask are considered red (see [21]for
the definition of a deeply red model).

The second agorithm presented is the Blue When Possible (BWP) algorithm,
which is much more flexible than the RTO dgorithm. The main goa of the
agorithm is to use idle time to good use, and hence, it tries to schedule blue task
instances whenever this does not prevent any red task instance from completing.
The red task instances are scheduled according to EDF.

Finaly the Rate-Monotonic RTO (RM-RTO) is presented which, like RTO, isa
lazy algorithm that schedules red task instances only. The difference between the
two RTO agorithms is that the RM-RTOs underlying scheduling dgorithm is a
fixed priority scheduler where priorities are given according to the Rate-
Monotonic scheme, whereas RTO is based on the EDF scheduling policy.

One interesting feature with the presented schedulability analysis algorithmsin
the paper are that they manage to test the schedulability of the task set even when
the utilization factor exceeds 100 %.

Combining (n, m)—Hard deadlines and Dual Priority Scheduling [24]

The paper addresses the problem of effectively scheduling soft tasks while
guaranteeing the behavior of hard tasks. To achieve this, the authors present an
agorithm based on the Dua Priority Scheduling which increases the capacity for
soft tasks, and therefore the effectiveness of the real-time system, by assigning (n,
m)-hard temporal constraints to the periodic tasks. The approach reduces the gap
between dynamic priority and fixed priority scheduling with the goal of reducing
the average response time of soft tasks.

The approach described in the paper alows hard tasks to run with (1, 1)-hard
performance when there are no soft tasks, but revert to (n, m)-hard in the
presence of soft tasks. By doing this, the spare capacity (bandwidth) is preserved
until atime at which soft tasks can utilize it.

The paper also mentions different approaches to increase the responsiveness of

soft tasks, e.g. two promotion selection strategies, one static and one dynamic. In
the static promotion selection (SPS) the scheduler promotes a pre-defined subset
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of task invocations, while in the dynamic promotion sdlection (DPS) the
promotion test is computed on-line.

According to the authors, the approaches are easy to implement and they
introduces very low scheduler overhead.

Enhanced Fixed-Priority Scheduling with (m, k)-Firm Guarantee[23]

The paper addresses the problem of scheduling task sets with (m, k) constraints
under the fixed priority paradigm. In the approach each task is divided into two
sets: mandatory and optiona (corresponds to red and blue in [4]). The mandatory
jobs are scheduled according to their pre-defined priorities, while optiona jobs
are assigned to the lowest priority.

The method in the paper overcomes the potential problems with the technique
proposed in [6], eg. that the first job of every task is aways assigned as
mandatory (which leads to a critical instant at time O for the tasks), or that the
partitioning agorithm depends solely on the ratio of m over k of each task (i.e.
the period and execution times does not affect the distribution of each task), and
findly, the method in [6] aways distributes the mandatory jobs evenly over the
window which is not aways desirable (in the view of schedulahility).

The authors present two methods in the paper:

1 The firgd agorithm improves evenly digtributes (m, Kk)-patterns by
judicioudy “rotating” the (m, k)-pattern. The key idea is to reduce the
execution interference between tasks.

2. The second agorithm is a GA (Genetic Algorithm) which improves the
schedulability of the task set. The authors present a fitness function to
minimize the execution interference between tasks. The fitness function
is only a estimated metric for the task set schedulability, i.e. best effort,
due to that an accurate execution interference analysis would be too
computational costly, as the fitness function is calculated very often in a
GA.

The authors of the paper prove that their solution space is a super set of that in
[6].
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24.2.2 Best-effort algorithms

As mentioned earlier a best-effort scheduling agorithm tries to “do its best” to
meet deadlines, but there is no guarantee of finding a feasible schedule. These
algorithms performs much better than the guarantee-based agorithm in the
average case, due to that tasks are only aborted under real overload conditions.

Best-effort algorithms are of little interest for us, due to that there is no minimum
QoS guarantee. The reason to why they are given here is that some of them
present interesting and useful techniques.

Rate Modulation of Soft Real-Time Tasks in Autonomous Robot Control
Systems [31]

The paper describes a scheduling approach adapting soft real-time tasks to
available capacity during overloads or occasiona high-priority computations.

In the paper the authors say that most of the robot control architectures (an
architecture with lot of sensors and actuators) are soft rea-time, and a sngle
deadline miss will hardly determine a globa system mafunctioning. Rather,
occasondly deadline misses will smply affect overdl qudity in robot task
execution.

The agorithm presented is a graceful degradation policy. It assumes that the
system is divided in two task sets: one hard and one soft. The tasks are then
scheduled with the Rate Monotonic Scheduling (RM) and priorities are fixed &

priori.

During overload the agorithm makes a controlled relaxation of the soft-task set
utilization factor to manage the situation. In generd, the relaxation is achieved by
means of areduction of therate f; = 1/T; for some or al of the soft tasks. To make
the relaxation controlled each task must be characterized by a range of admissible
rates, this is achieved by applying a range of alowed periods (T, and T tO
each soft-task. Severd different variations of admission control algorithms are
presented.

Value-Driven Multi-Class Overload M anagement [26]

The paper presents an overload management method for handling hard, soft and
aperiodic tasks scheduled under EDF. The method is an extenson of the
Overload Resolution (OR), presented by the authors in an earlier paper, which is
caled OR-ULD/BC (Overload resolver — Utility Loss Density driven with Bias
Contral).

The paper presents a value driven overload management agorithm with a bias
control mechanism, which attempts to bias the execution among transaction
classes such that minimum completion constraints are satisfied. In addition to the
usual congtraints for firm transactions a constraint specifying the minimum
completion ratio is given, an importance vaue for each class is aso defined. To
ensure robustness of the system the bias control treats the transactions classes
fairly; if aclass has relatively low completion ratios that class importance value is
increased, i.e. a weight added to the value is increased as the completion ratio
decreases.

Two types of overloads are identified: the first one is due to resource shortage
and the second due to lack of a feasible schedule. The first type of overload is
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handled by performing admission control and the second type is handled by a bias
control mechanism.

The scheduler architecture consists of four components (Dynamic admission
Controller, Transaction scheduler, Overload resolver and Dispatcher) and
requires a dedicated processing element for scheduling.

The following is adso worth mentioning: “Most scheduling agorithm developed
for soft and firm rea-time systems lack the ability to enforce constraints on the
upper limit of misses. Without such enforcement, unbounded consecutive time
congtraint violations may occur.”

Managing Soft QoS in Distributed Systems[29]

The paper addresses the problem of soft Quality of Service (QoS) requirements
for multimedia applications. The authors provide a framework that does not
require users or application developers to have detailed knowledge of the
resources needed and resource scheduling and allocation techniques in use.

The framework presented in the paper only gives best-effort guarantees, the
resources are dynamically adjusted when needed by the application. This requires
the ability to detect that a QoS requirement is not being satisfied, determine why
it is not being satisfied and then determine correct adaptive steps.

To support the strategy, mentioned above, the authors of the paper have built a
specific architecture. The architecture needed is fairly complex and contains e.g.
software probes. Even though the architecture is complex, the authors say that
experimental results have shown that the introduced overhead is minimd.

Admission Control and QoS Negotiations for Soft-Real-time Applications
[33]

The paper presents a new admisson control agorithm that exploits the
degradability property of soft real-time applications to improve the performance
of the system. The agorithm is based on setting aside a portion of the resources
as reserves and managing it intelligently so that the tota utilization of the system
IS maximized.

In genera admission control represents the problem of deciding if an gpplication
can be supported on a resource. Soft real-time applications alow for graceful
adaptation of the application QoS and therefore are able to have acceptable
performance with reduce resource utilization. This can be used by the admission
control process to decide if an application can be admitted even if the resource is
congested.
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24.2.3 Algorithmsbased on imprecise computations

As mentioned earlier the main idea for these kinds of algorithms is. when time
and resources are hot enough to complete the computations within the deadline,
there may till be enough resources to produce approximate results that may at
least prevent a catastrophe.

The idea of imprecise computations can be very useful in control functiondity.
The mandatory part will produce a sufficient result and the optional part will only
improve the result.

An incremental approach to scheduling during overloads in real-time
systems [5]

The paper proposes a scheduling framework, based on the EDF priority
assgnment, for a rea-time environment that experience dynamic changes in
workload. The dynamic changes in workload are caused by new task arrivals or
tasks that leave the system after finishing their execution. The framework &
capable of adjusting the system workload in incremental steps under overloaded
conditions such that the most critical tasks in the system are always scheduled
and the total vaue of the system is maximized.

Each task in the system is divided into two parts: a mandatory part and an
optiona part. The timely answer available after the mandatory part can be
improved by execution the optiona part, the optiona part is only executed in
non-overload conditions. Furthermore each task is periodic and preemptive, has a
value associated to it, independent and has no precedence constraints.

The process of selecting which optional task to discard while maximizing the
vaue of the system requires the exploration of a potentially large number of
combinations (the approach is based on an on-line Incremental Server). Since this
process is too time-consuming to be computed on-line, an approximate agorithm
is executed incrementally whenever the processor would otherwise be idle.

Experimental results have shown that a very few steps of the incremental
agorithm is needed to be executed to achieve performance with nearly optimal
results.

Scheduling Periodic Jobs That Allow Imprecise Results[35]

The paper addresses the problem d scheduling periodic jobs in hard rea-time
systems that support imprecise computations. Timing faults are avoided in such
systems by making available intermediate, imprecise results of acceptable quality,
when results of the desired quality cannot be produced.

Each task is logically decomposed into two parts. a mandatory part followed by
an optional part. The mandatory part must be completed to produce an acceptable
result. The optional part refines and improves the result produced by the
mandatory part. The error in the result is further reduced as the optional part is
allowed to execute longer.

Two workload models of imprecise computations for two different types of
applications are presented. The two workload models differ from one other on
whether the optional parts need ever be completed.
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Depending on the kinds of undesirable effects caused by errors, applications are
classified as Type N or Type C.

For Type N applications, only the average effect of errors is observable and
rdlevant. Examples of Type N applications include image enhancement and
speech processing. The paper describes a class of priority-driven, preemptive
algorithms that guarantee to produce feasible schedules of Type N jobs. These
agorithms assgn high priorities to dl tasks initidly and schedule them on the
rate-monotone basis. The priority of every task is lowered after it has executed its
mandatory part in order to produce an acceptable result. The remaining part of the
task, the optional part, is scheduled when the mandatory parts of al tasks have
completed.

For Type C applications, errors indifferent periods have cumulative effects,
making it necessary to generate precise results sometimes. Examples of this type
of applications include tracking and control. The authors consider the case when
a least one task among every Q consecutive tasks in every job is required to
complete. The length-monotone agorithm can be used to schedule this type of
applications. The paper gives a necessary condition for a set of jobs to be
schedulable using the length-monotone agorithm.

One of the most serious disadvantages with the presented agorithms for the
scheduling of Type N applications is that they may fail to achieve zero average
error even when the total utilization factor U is equal to or less than 1.

2.5 Automation tools

In the academic world attributes to tasks are usualy assigned manually by the
engineers of the real-time system. This is possible for smaller systems, however,
in the industry systems usually congists of severa hundreds of tasks, assigning
task attributes manually to these systems is not desirable. Furthermore, there is a
great maintenance problem in such large systems.

Having some kind of automation tool, which helps the engineers in assigning task
attributes, can attack these problems.

Trandating Off-line Schedules into Task Attributes for Fixed Priority
Scheduling [27]

Off-line scheduling and fixed priority scheduling (FPS) are often considered as
complementing and incompatible paradigms. The paper shows how off-line
scheduling and FPS run-time scheduling can be combined to get the advantages
of both — the capability to cope with complex timing constraints (off-line
scheduling) and flexibility (FPS). It presents a method to anadyze the off-line
schedule and derive an FPS task set with FPS attributes priority, offset and period
such that the run-time FPS execution matches the off-line schedule. It assumes
that the off-line schedule has been constructed off-line for a set of tasks to meet
their complex constraints.

FPS has been widely studied and used in numerous of applications, mostly due to
its ample run-time scheduling, small overhead and good flexibility for tasks with
incompletely known attributes. However, temporal andysis of FPS agorithms
generally focuses on providing guarantees that al deadlines will be met. The
actud dtart and completion times of the tasks are usually not known and depend
largely on the run-time events, and hence, compromising predictability.
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Off-line scheduling for time-triggered systems, on the other hand, provides
determinism as dl times for task executions are determined and known in
advance. In addition complex congraints can be solved off-line, such as
digribution, end-to-end deadlines, precedence relations, jitter and instance
separation. As al actions have to be planned before startup, run-time flexibility is
lacking.

Instead of only enhancing either FPS or off-line scheduling, the method provides
for a combination, such that benefits of either scheme are accessible to the other.

The method presented in this paper can be of great use for our thesis. One of the
objectives is to move red functiondity to the blue part, i.e. from an off-line
schedule to a FPS.

Task Attribute Assignment of Fixed Priority Scheduled Tasks to Reenact

Off-line Schedules [28]
Thisis amost the same paper as [27] and it has the same authors.

The paper presents an agorithm to combine off-line schedule construction with
fixed priority run-time scheduling.

The method works by transforming off-line scheduled tasks with their origina
congraints into tasks with attributes suited for fixed priority scheduling, i.e.,
periods, deadlines, and offsets, which will reenact the origina off-line schedule at
run-time. It divides the off-line schedule and its tasks into windows and
sequences, sets priorities to ensure execution orders within windows, and
determines priorities and offsets to ensure orders and relations between windows.

One of the assumptions for this method is that al the tasks are independent and
fully preemptive. All dependencies have been resolved in the off-line schedule.

Managing Complex Temporal Requirementsin Real-Time Control Systems
[16]

The paper propose a method, which by assigning priorities and offsets to tasks
guarantees that complex timing congtraints can be met. In addition to complex
congtraints, the method sipports sporadic tasks, shared resources, and varying
execution times of tasks.

The heart of the method is a generic agorithm (GA), which finds almost an
optima solution when no solution exists that fulfill the requirements. This is
important from the engineering perspective, since the result can be used as input
for remodeling of the system.

The paper dso mentions that manua assignment of attributes to tasks is possible
for smaler systems, but changes in the design would lead to maintenance
problems. This problem can be attacked by having some kind of automated tool
that helps the engineer to assign the attributes to the tasks.

To make our solution usable, some kind of automation tool is needed. If no
automation tool is used, then the solution would be too complex and time
consuming to use at Volvo CE and then the solution would not be of any practica
interest for them.
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2.6 Responsetime analysis

Rate monotonic has a well known scheduling bound that ensures that atask set is
schedulable if the utilization factor of the task set is below the scheduling bound
(In2 » 69 % for rate monotonic). But if the task set is not schedulable according
to the scheduling bound, it still can be schedulable due to that the bound for rate
monotonic is only sufficient and not exact.[37]

Exact analysis, on the contrary, is an exact analysis of atask set, which ensures
that the task set is schedulable if the analysis says so and that it is not if the
analysis comes to that decison.

The advantage of using scheduling bounds is that it does not require as much
caculations as exact analysis does. The mgjor drawback is, as mentioned above,
that it is not exact and fairly pessmigtic.

A Multiframe Model for Real-Time Tasks[25]

The paper addresses the problem of scheduling tasks, when the execution time of
task instances may vary greatly but follows a known pattern. The schedulability
problem for the modd is investigated for the preemptive fixed priority scheduling

policy.

The well-known periodic task model and schedulability andysis by Liu and
Layland assumes a worst-case execution time bound for every task, this may be
too pessmigtic if the worst-case execution time of a task is much longer than the
average execution time.

The paper propose a multiframe model which takes into account such varying
execution patterns, and obtains a significantly much better schedulability bound
than for the Liu and Layland task model.

The execution time of each task in the multiframe model is specified with a finite
list of numbers. The list is repeated to generate a periodic sequence of numbers
such that the execution time of each instance of the task is bounded by the
corresponding number in the periodic sequence.

The paper assumes that every task is sporadic instead of periodic, for generality.
A periodic task is then defined as a limiting case of the sporadic task whose
request arrives at the maximum rate.

We think that this generdization is somewhat strange, probably the authors of the
paper do know the difference between the two task sets, but have made this
generdization due to that under the schedulability andyss this assumption is
correct and usualy done (the feasibility test is made at the critica instant, at this
instant the two tasks sets can be considered as same).

The method used in this paper is smilar to the method used in [22], and the idea
of an array of execution times is very useful when we shal construct the
findization analyss agorithm (a response time andysis applied a each
invocation of atask).
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Response time Analysis for Dynamically and Statically Scheduled Systems
[22]

The mper addresses the problem of response time analysis on a set of tasks
scheduled by a fixed priority scheduler in the background of a datic cyclic
schedule, i.e. every task in the static cyclic schedule have higher priorities than
the tasks scheduled by the fixed priority scheduler.

The paper presents a method to calculate the worst-case response time for
dynamically dispatched tasks (event-triggered) scheduled by a fixed priority
scheduler. The method is also able to handle interference from interrupts.

The contribution of the paper is to consider the static cyclic schedule as one high
priority task with varying execution times (this is true for the dynamic tasks). To
redize this, the execution time of the task is changed to an array of execution
times, additionaly the number of execution times is specified. The period of the
task is set to the minor cycle of the function chain.

To make the analysis more efficient the author also presents an extension of the
first mentioned response time analysis.

This report may be very useful for us since it describes how worst-case response
times can be calculated for event-triggered (blue) tasks in a system similar to the
one a Volvo CE. Although it is useful to know the worst-case response times, we
are also interested in caculating response times for Blue tasks at arbitrary
activations, not just the worgt-case, and hence the method can not be used asiit is.
We will adopt the ideas of having an array of execution times in the creation of
our findization analyss agorithm (response time at an arbitrary invocation of a
task).

2.7 Resource Access Protocols
Below we give a summary of the Resource Access Protocols given in [18].

To ensure consistency of the data structures in exclusive resources (shared
resources protected against concurrent access), any concurrent operating system
should use appropriate resource access protocols to guarantee a mutual exclusion
among competing tasks. Operating systems usually provide a generd
synchronization tool, called a semaphore, which can be used to achieve such a
mutual exclusion. A piece of code executed under mutual exclusion constraints is
said to be a critical section.

When concurrent tasks use shared resources, in a uniprocessor system, there may
arise some problems. First, there is the priority inverson problem which gives
unbounded blocking times. Another problem is deadlock situations which may
arise if the user uses the synchronization primitives in an incorrect way.

One solution to the unbounded priority inverson problem is to disdlow
preemption during the execution of al critical sections. This method, however, is
only appropriate for very short critical sections, because it creates unnecessary
blocking.

In other approaches, the priority inverson problem is solved through the use of

appropriate protocols that control the access to any shared resource. Such
protocols are the Priority Inheritance Protocol (PIP) and the Priority Ceiling
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Protocol (PCP) which apply to fixed-priority systems, whilst the Stack Resource
Policy (SRP) is suitable both for static and dynamic priority systems.

We will not describe these protocols in detail here, but we give an evauation
summary of the mentioned resource protocols below:

Table4 An evaluation summary of resource access protocols.

Priority Number Blocking Transp- | Deadlock [ Implem- | B;
Assignment | Of Instant arency Prevention | entation | Computation
Blocking
PIP Fixed Min(n,m) [ On YES NO Hard Hard
Resource
Access
PCP | Fixed 1 On NO YES Medium | Easy
Resource
Access
SRP | Fixed 1 On NO YES Easy Easy
Or preemption
Dynamic

Worth to note is that the PIP, although not so efficient in terms of performance, is
the only one that is transparent at the programming level. The other protocols, in
fact, require the user to specify the list of resources used by each task, to compute
the celling values. This feature of the PIP makes it attractive for commercial

operating systems, where predictability can be improved without introducing new
kernel primitives.

A very useful and interesting feature of the SRP is that it alows the sharing of
one stack among tasks in the system, and hence, reducing the amount of memory
required for the stacks of al the tasks. This is particularly convenient for those
applications consisting of a large number of tasks, dedicated to acquisition,
monitoring, and control activities.

For example, consder an gpplication consigting of 100 jobs distributed on 10
preemption levels, with 10 jobs for each level, and suppose that each job needs up
to 10 Kbytes of stack space. Using one stack per job, 1000 Kbytes would be
required. On the contrary, usng a single stack, only 100 Kbytes would be
sufficient, since no more than one job per preemption level could be active a one
time. This corresponds to a stack reduction or saving of 90% (900 Kbytes). In
general, when tasks are distributed on K preemption levels, the space required for
asingle stack is equa to the sum of the largest request on each level.

The use of one stack for the blue tasks is a very important issue for our thesis. In
the systems at Volvo CE, the RAM memory is limited due to cost. If every blue
task would have its own stack, there would probably be no benefit in moving
tasks from the red to the blue part.
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2.8 Performance evaluations and reviews

Value vs. deadline scheduling in overload conditions[1]

In [1] the author gives examples of the performance for different agorithms
under different system loads. Four agorithms;

EDF (earliest deadlinefirs).

HVF (highest value first)

HDF (highest density first, i.e. value / computation time)

MIX (mixed rule where importance value and deadline ar e consider ed)

AWNE

are smulated in three different versions:
1. Plain(do not provide any form of guarantee and may beissue of domino
effect)
2. Guaranteed (characterized by an acceptance test)
3. Robust (characterized by a sophisticated rejection areclaiming strategy).

Their conclusions are that EDF is optima in under-loaded conditions, REDF
(Robust EDF) provide an effective strategy for a wide range of overload
conditions. However RHDF (Robust HDF) performs better in high overloads than
REDF.

So if the system a Volvo CE could change scheduling strategy at run-time, EDF
would be preferred in under-loaded conditions, REDF for normal overloads and
RHDF for high overloads.

Scheduling hard real-time systems: areview [11]
In [11] the author reviews scheduling theories for hard rea-time systems. Both
dtatic and dynamic priority scheduling algorithms are discussed. It is stated that
safety critical rea-time systems should be guaranteed before execution, hence
using a static scheduling approach. Some advantages for dynamic agorithms are
presented in the paper:
“Dynamic scheduling algorithms are particularly appropriate to soft
systems”.
“They could form part of an error recovery procedure for missed hard
deadlines’.

Uniprocessor systems, with and without blocking, and multiprocessor systems are
anadlyzed. It is dtated that a system in which al tasks are scheduled using only
worst-case execution times, may have an unacceptable low utilization during
“normal” execution.

We believe this is an important observation that we certainly must have in mind
when proposing our solution to Volvo CE.

Furthermore the paper contains a lot of useful information concerning transient
overloads and priority inversons. The author describes common problems that
may appear during transient overloads and the reason (e.g. underestimated WCET
times) to why they may appear. A way of making the Rate Monotonic algorithm
applicable to transent overloads (normaly, if usng the Rate Monotonic
agorithm in overloaded systems, the tasks with the longest periods will miss their
deadlines, even though they may be the most important ones) is presented. The
presented solution suggests that priorities should be an accurate statement of a
tasks importance, thisis achieved by transforming their periods
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The author aso gives information on how priority inversons (the phenomenon
that high priority tasks can be blocked by low and medium priority tasks) can be
prevented with agorithms such as priority inheritance and ceiling protocols.
When using the priority inheritance protocol a process with m critical sections
can be blocked at most mtimes i.e. each critical section may be blocked by a
lower priority process. Some disadvantages with the priority inheritance protocol
are discussed. The ones mentioned are;
The possibility of blocking chains that may occur e.g. P1 being blocked
by P2 which is blocked by P3 and so on.
There is nothing that precludes deadlocks in the priority inheritance
protocol.

According to the author Ceiling protocols addresses the above disadvantages.
Using Ceiling protocols, a high priority process can be blocked at most one time
during its execution. Moreover deadlocks and transient blocking is prevented
with the celling protocol.

Flexible scheduling theory for advanced engine controllers[8]

The background of [8] is a successful introduction of FPS into aircraft engine
controllers. The authors describe requirements, especiadly timing requirements,
for safety criticad hybrid control systems. Pros (flexibility, efficient scheduling
mechanisms and necessary analysis techniques) and cons (release jitter may be
worse due to dynamic nature of run-time schedule), for introducing FPS instead
of cyclic executive scheduling approaches in such systems, are given. Severa
timing requirements and the relationship to the timing constraints are described.
Priority assgnments and timing analysis are briefly described.

Three obstaclesto flexible scheduling [10]

In [10] the authors review three problems involved with flexible scheduling. The
first one is a question of when to use time dacks, the second of when to run
mandatory parts and the third of when to apply acceptance tests.

The conclusion to the obstacles is that neither pushing hard tasks as late as
possible nor running mandatory first approaches, are adequate for flexible
scheduling. A late acceptance test is more adequate than an early one because the
timing window within which the schedulability is made become smaller.
Obvioudly the latest time at which an acceptance test should be made is at the
time the task receivesits first tick.

Implications of classical scheduling resultsfor real-time systems[12]

In [12] the authors discuss classical scheduling theory results. Theories for both
uni- and multi-processor real-time systems are addressed. An interesting fact
described is the domino effect that may happen with EDF in overloaded systems,
meaning that if atask misses its deadline it may cause al subsequent tasks to do
so as well.

The paper deals with alot of results that may be useful for us to know. Some of
which concerns value based algorithms are described below:

Value based algorithms are often overlooked in real-time system.
No on-line scheduler can guarantee a cumulative value geater than one-
fourth the value obtained by a clairvoyant scheduler.

We will not write about al results presented in the paper because it would be too
much. A lot of the results are common knowledge.



Chapter 3

3 Findings

This section gives the results of our thesis. It gives solutions to the main objective
of this thesis (the problem of using the resources in the systems at Volvo in a
more efficient way with preserved requirements) concentrating on the
development process i.e. requirements specifications, design issues and
implementation.

We sart by discussing requirements specifications. This is followed by design
issues and how to design different functionality. We then give three ways of
guaranteeing Blue tasks in Rubus by:
A smple approach intended to calculate response times for blue tasks.
An extension to the simple approach that guarantees blue TT and ET task
The weakly hard concept.

The chapter ends with a discussion about how to support the weakly hard concept
in the development process.

3.1 Requirements specifications

As mentioned in section 1.4, requirements (including temporal) are captured from
the customer. An important issue is to have the customer to think about if the
tempora requirements are relevant for the intended functionality. We believe it is
easy to fall into a routine where requirements, such as deadlines, are based upon
existing deadlines for similar functionality. Although it is an easy way to state
tempora requirements in ader to try fulfilling the desired functionadity, it may be
a bad way and eventually lead to a system where several tasks have unnecessary
tight timing constraints, and where the limited resources are allocated but not
used. So dating tempora requirements based upon existing ones, without
considering whether they are redlistic or necessary, should be avoided.

We dso think it is very important to inform the customer, who is stating the
temporal requirements, about the current resource dtuation. A better
understanding between the parties might have the customer to think differently
and in fact save resources without any further actions. It might be the case that
the customer is simply unaware of the limited resources thus stating requirements
asif they wereinfinite.

Having different priorities on the specified requirements may be used by the
project team in order to decide the order in which to fulfill them. A problem that
may appear is the classification of the importance of requirements i.e. giving
them priorities. Asking the customer about the importance of requirements, will
probably lead to a situation where dl of them have the highest priority. In order
to cope with the problem, requirements could be weighted against each other,
meaning that two requirements could be presented with the question “which one
is most important”. It may lead to a Situation where requirements can be ordered
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i.e. sorted by distinct priorities, even though they al had the highest priority
initialy.

We bdieve that when gating tempora specifications a Volvo it is important to
consider characteristics such as:

- Consistent and complete — There are severa documents with temporal
specifications for the same functiondity i.e. temporal specifications for
some functionality can be found in severd documents. This is a potential
source of both inconsistence and incompletion. We suggest removing
redundant information.

Realistic — To date redistic, both operationd and economica,
requirements is important. The customer(s) does not aways have
knowledge about what the developers are capable of doing. It is
important that both the customer and the developer discuss the
possibilities of fulfilling requirements. A better understanding about the
customers needs and devel opers capabilities between the two parties, can
lead to agreements suitable for al involved.

Verifiable — Some end to end requirements at Volvo are very hard to
verify because they requires datic verification methods to be applied to
the complex system. If any time functionality is added or removed to the
system, the verification procedure must be performed again. Static
verification is very time consuming and costlly, so we believe that
dynamic verification is the only possible realistic one.

3.2 Design

As most real-time systems have a limited amount of available resources (such as
CPU time), the system design can have great affect on the utilization of them.
With a bad design, one could end up with a system where the available processor
timeisfully dlocated but much lesser used.

Consider the case for time-triggered hard real-time systems, in which all tasks are
scheduled off-line with their worst-case execution time. The available scheduling

time will be alocated to tasks but not necessarily used, due to tasks not running
for their worst-case execution time at every invocation. So somewhere in the
process of designing rea-time systems, the decison whether any functionaity

should be considered as hard or soft (or maybe a combination of them) should be
taken, in order to avoid (or at least decrease the scheduled contention of tasksin a
certain window of time) the unnecessary alocation of execution time.

The following sections describe useful information about tempora requirements
when designing for functionality in a rea-time system. We will consder some
common applications and describe both time and event-triggered design
approaches.
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3.2.1 Basic design considerations

To distinguish the process of capturing the requirements from the process of
design, one can think of a design as a description or identifier of how
requirements can be fulfilled. So, a design time we should already know what the
customer wants.

When designing for logica functiondity in a rea-time system i.e. choosing what
a task should do and when etc, we believe it is important to categorize the
underlying functiondlity that we intend to model, as either hard or soft. To aid the
designer, the requirements should contain information about any functionality,
such that it can be interpreted as either hard or soft, or as stated above, a
combination of hard and soft. Giving this type of information to the designers
may be of great importance and use, since system resources may be utilized in a
better way over any window of time.

Another category of tasks (besides hard or soft), that can be useful to think about
when designing a system, are the ones specified by weakly hard tempora
constraints [36]. They are tasks specified to tolerate a well defined degree of
missed deadlines in a specified window of time.

Two classes of constraints, either consecutive or non-consecutive, are used in
weakly hard systems. Each of the constraints can be used to specify either missed
or met deadlines. The motivation for weakly hard real-time systems is the fact
that most hard rea-time systems can miss some deadlines, provided that it
happens in a predictable way. In weskly hard systems the type of constraint
specified depends on the application domain. When designing a system with
weekly hard tasks, one should keep in mind that certain applications are more or
less sensitive to consecutive deadline misses and others to non-consecutive ones.
See section 3.6.2 for amore detailed discussion on weakly hard system design

Our experience from the case study shows that designers tend to use hard tasksin
a system just because the system has greater support for them, than it has for soft
tasks. Another reason, to why systems are model ed with hard tasks, may be that it
feds like a safer system than it would if soft tasks where used. In addition
developers might feel a bit uncomfortable with the guarantees that dynamic
scheduled systems supports. It is known that dynamic scheduling is much more
flexible than datic, but dynamic scheduling may lead to unexpected system
behaviour if calculations or estimations etc. are done wrongly. As an example
consider a system involving aperiodic acceptance and guarantee tests. Let's say
that calculations are used to check the processor demand in an interval in order to
check whether the aperiodic can be accepted and forget to consider the remaining
execution times for pre-empted tasks. Then we may end up with an overloaded
system.
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3.2.2 Timingconstraints

When choosing artifacts such as periodicity, deadline etc. for tasks, we believe it
is important to consder the posshility of the system to fulfill the chosen
condraints, not just at design time but also in the future. It is easy to fall into a
routine where timing constraints are chosen as too tight, especidly in the
beginning of a system design when there seems to be an unlimited amount of
resources such as CPU time. This way of thinking will eventualy lead to a
system where a whole bunch of tasks will have to be scheduled in a window of
time i.e. the scheduling process becomes more difficult. Another important issue,
concerning the timing congtraints, is the economica cost involved in them. When
a system reaches a point where al (or close to al) available scheduling time is
used, radical changes to the system may be the only solution in order to add
further functionalities. This is a cost that may be pushed forward in time, if
systems are designed with appropriate constraints in mind.

3.3 Designing different applications

This section describes how different applications may be designed. Severd
approaches are described and commented. The applications correspond to
functiondities found in the system at VVolvo.

In each case the underlying challenge is to design functionality that reads sensor
data and performs action depending on the data.

3.3.1 Control applications
In a time-triggered hard rea-time system a control application may consist of
communicating sensor reading tasks and actuator tasks. There are severa waysto
design such applications. The following are a few examples given with brief
descriptions and some comments.

3.3.1.1 All functionality in one task

In the most naive approach both the sensor reading and actuator functionality is
modeled in only one task. In doing this there is no way of separating the need of
specific periodicity for any of the functiondity. Both functionaities in the task
must then be modeled with the highest frequency needed for any of the two, in
order to preserve the desired dynamics of the system. To overcome the drawbacks
the tasks can be modeled as two separate dependable tasks. In doing this, the
designer should try to minimize the difference of a task BCET and its WCET.
The lesser the difference is the better the utilization becomes, since then the tasks
tend to execute most of the alocated time for them. This is actualy something
one should try to accomplish for every task in the system.

3.3.1.2 Split functionality into two tasks

Instead of having al functiondity in one single task, the task can be split up into
severd parts. The first part will cope with sensor data and the last part will handle
the functionality of the actuator. Inbetween them it is possible to have a controller
task.

First approach

The first way to decrease dlocated resources is to increase the period of the
actuator task. This approach will clearly have a dower response or impact on the
system. All tasks depending on the actuator will have data delivered at a later
time, so the periodicity of the dependable tasks may be subject of change.
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A drawback is that it may not be possible to change the periodicity without
changing the architecture, in a cyclic scheduled system, especialy if the period
aready is equa to the mgjor cycle period of the system. In that case the weakly
hard concept may be considered.

Second approach

The second approach is to remove the periodic behavior of the actuator and rely
on the sensor task to activate the actuator when necessary. This approach islikely
to be one that saves resources, but in hard systems it needs some way of
guaranteeing that the event-triggered actuator task finishes before its deadline.
Dangerous situations may arise with this solution e.g. if the sensor task activates
the actuator too often due to malfunctioning sensors etc, so the system may be
heavily overloaded.

Third approach

Here the sensor task would be event-triggered, i.e. the task is activated by an
interrupt. A controller task which would be responsible for most calulations may
be used. The sensor task would active to the controller, and the controller would
activate the actuator. This approach could be used in order to minimize possible
jitter on the sensor and actuator tasks.

Fourth approach

The fourth way is to specify the actuator with weakly hard congtraints. In addition
with the second and third approach, this approach will aso need a way of
caculating if the condraint can be fulfilled. A problem that might appear in using
weakly hard constraints is for the designer to choose the number of etther missed
or met deadlines during a window of time. In choosing artifacts such as the
maximum number of deadline misses in a window of time, the requirements must
be used as a helper. With this we mean that the requirements must contain
information to guide the designers in their task of choosing weskly hard
constraints. As an example the requirements could mention possible effects of
data produced too late.

When using weakly hard congraints in a control system it is important to know
that control systems may become ungtable if a certain number of deadlines are
missed in a row i.e. some control applications are senditive to consecutive
deadline misses while they often can tolerate a smal number of non-consecutive
deadline misses [4].

3.3.2 Monitoring and logging

Monitoring and logging of information can be useful in a system in which the
behavior in time should be possible to overview. In a time-triggered system, it is
important to choose appropriate timing constraint such as periodicity for the
logging tasks. It is often no use in logging a signals value more often than half of
its minima time between changes (i.e. double frequency sampling according to
the Nyquist theorem). This approach is suitable for logging of values where there
is a need to know if certain values are reached. When logging values that change
proportiondly in time (i.e. without trying to estimate if a certain value is reached)
the possibility of using of weakly hard tasks can be considered. In this way the
behavior of the logged signa can be interpolated even if the logged signd lacks
some vaues i.e. when the weakly hard scheduler has skipped certain activations
of the logging task.
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When using weakly hard tasks one has to consider which types of deadline misses
that are acceptable for the logging and monitoring functions, consecutive or non-
consecutive.

3.3.3 Interaction

In a system that occasionally presents some visual information to a user the users
ability of reacting to such information should be considered. There is for example
no use in specifying tempora congraints too tight if the visua information is
intended as confirmation of some otherwise unknown (to the user) action. On the
other hand, if the information should confirm an action, too large response times
may lead to a system which fedls dow. Such systems may be annoying to the
users.

An example of interaction might be the reverse siren that confirms the reverse
movement of avehicle. If it begps within 0.5 sor 1 s after reverse gear is set, does
probably not matter a great deal. Of course one has to consider the safety aspect
of any functionality. But in the given example chances are that neither the driver
nor any person in the nearby area will notice any difference. A way of achieving
this behavior is just to specify the periodicity of the siren task double as high. But
then it will aways respond with the given periodicity. Instead one could give it a
weakly hard temporal constraint eg. 1/2 meaning that a least one of two
deadlines must be met, but if possble 2 of 2 will be met. So in doing this the
system guarantees a minimum QoS of the intended functiondity.

3.4 Examples of techniques to model functionality

In this section we give some examples of different techniques that may be used to
modd functiondities in a rea-time system. Both time and event-triggered
approaches are discussed.

34.1 System model

The system for which these examples may be applied consists of two nodes
communicating via a CAN bus. Each node has a locally €heduled task set
consisting of static off-line scheduled (Red tasks) and dynamically dispatched
tasks (Blue). The schedule is cyclic with a mgjor cycle of 100 ms. Each major
cycle conssts of ten minor chains, each of length 10 ms. The maximum
communication latencies (say 50 ms) for the bus are known in prior. Each node
activates an interrupt when it receives a message on the bus. Thisis done in order
to handle the incoming messages as quickly as possible.

3.4.2 Interaction Example

In this example the requirements are as follows: “A siren should sound when the
vehicle is moving backwards’. The tempora requirement given from the
customer is a maximum latency from the time at which the reverse gear is set
until the time at which the siren should be activated. In this example the latency
should be max 0.5 s. Furthermore the reverse gear and the siren are handled by
different nodes, so there is aneed for communication.

Event-trigger ed approach

In the event-triggered approach of designing for the requirement, the reverse gear
may activate an event. As soon as the gear is set, an interrupt may be executed.
The interrupt would execute a minima amount of code in order to activate an
event handling task. The event handling task, with WCET say 12 ms, will be
responsible of sending an activation signa via the bus to the other node. The task
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is also assumed to be responsible for other actions not mentioned here. At the
receiving end (the other node) another task will activate the siren.

If we assume that the receiving rode will handle al incoming messages within
one mgor cycle, then the time within which the event handling task must finish is
500-100-50 ms = 350 ms from that the reverse gear is set (in the calculation the
numbers corresponds to the requirement 500ms, the time it takes to handle an
incoming event 100ms and communication latency 50ms). The event handling
task must be activated at latest 350 ms — 12 ms = 338 ms after the event happens,
in order to fulfill the requirements. To see if the task will finish within 338ms
after the event happened, the calculations must be performed as if the event
happened at the worst point in time, leading to the longest response time for the
event handling task i.e. at a critical time instance. To make things worse we have
to consider al interrupts that may hit the system within the calculated response
time. This is usualy achieved by assuming a minimum interarriva time (MINT)
for the interrupts. Also when caculating response times for tasks with lower or
equal priorities, we have to consider the time that is alocated by tasks with higher
priorities. Again this must be done by assuming a MINT for them. In our example
we would have to know the minimum time between two consecutive sets of the
reverse gear.

Time-trigger ed approach

If we have a system where the event handling task is time trigged instead of
event-triggered, we would at least have to schedule it within a mgjor cycle of the
schedule (because the schedule is cyclic). This approach will most certainly
alocate too much time for the event handling task, since it will probably not need
to execute once per cycle. Consider a case where the driver sets the reverse gear
at most ones a minute. Then the alocated time for the event handling tasks will
be 60* 10*WCET = 7200 mrs, but it will only use 12 ms (ca. 0.0017 %) of them
under run-time. If we did not have to schedule the tasks within one mgjor cycle
the time allocated for the task could be decreased.

3.5 Guaranteeing Blue tasks

As mentioned the main objective of our thesis is to find a way to use the
resources in the systems a Volvo in a more effective way, with preserved
requirements, by moving functiondity from the off-line scheduled Red part to the
on-line scheduled Blue part.

The real-time operating system a Volvo has great support for hard tasks by the
Red tasks. The main advantages with Red tasks in Rubus are:

The easy implementation.

One shared stack.

Religbility

Although Red tasks have severa advantages they have one great disadvantage:
lack in flexibility. One problem with the flexibility issue is that the memory is
limited and the generated off-line schedule has to be saved in memory during run-
time. This implies that the task period times have to be chosen carefully to
minimize memory usage. This results in tasks having shorter period times than
necessary, which eventualy may lead to a system consisting of hard tasks
alocating far too much system resources than necessary. An example of this is
the systems at Volvo: they generate an off-line schedule of length 200 msin order
to minimize ROM usage. This forces developers to give tasks, handling
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functionality with requirements grester than 100 ms, period times of maximum
100 ms.

To make the system more flexible, and hopefully more economica, Volvo should
use more of the Blue services. The main advantages with Blue tasks are:
Hexibility.
Maintainability.

One great disadvantage with Blue services is that each Blue task is assigned a
single private stack.

One of the main problems today is that Rubus lack support for a Blue task model
that makes it possible to give any sorts of guarantees, there are even no WCET or
deadline attributes for the Blue tasks in the system to use in the feasibility
anaysis.

The lack of support for guaranteeing Blue tasks in Rubus is probably the reason
to why the Blue tasks are dightly used by Volvo. Today the Blue tasks run as
background tasks with no guarantees and are hence only used in Situations or in
functionality that really demands the features of the Blue soft services.

The reason to why Volvo would want to use Blue services with guarantees is to
use the system resources in a better way, and to be able to give guarantees to
functionality demanding Blue services. For example if a functiondity has a
requirement that results in a task with a period time greater than the length of the
off-line schedule, a Red task would be scheduled today with a period time equa
to the length of the off-line schedule (100 ms) and hence it would be executed
more often than needed. The reason to this is, as mentioned above, that Volvo
cannot expand the length of the off-line schedule due to space limitations in the
memory. But if a Blue task would be used, it would be possble to assign it
amost any period time (even greater than the length of the off-line schedule) that
fulfils the requirement. Hence the use of Blue task instead of a Red task may
alocate less system resources, in certain situations, and hence increase the
available resources and decrease the system utilization.

In the following sections we will give three possible ways of guaranteeing Blue
tasks by:
- A simple approach requiring the smallest number changes to Rubus and
to the current system. This approach may be preferred if changes in
Rubus are difficult to implement or otherwise economically unbeneficid.
Guaranteeing blue time-triggered and event-triggered tasks in fixed
priority manner. The time-triggered approach may be preferred if a high
degree of determinism is important hence making it easy to reproduce
executions during testing. The event-triggered approach may be preferred
in stuations where redundant polling is highly unwanted.
Guaranteeing blue tasks as part of the weakly hard concept. This
approach may be preferred in systems where the resources are near to be
fully used and where a certain amount of deadline misses is acceptable,
e.g. in some control applications, user interaction etc.

Each approach should be seen as an extension to the previous one given. We will
aso explain problems that may arise when moving tasks from the Red servicesto
Blue services and issues concerning requirements specifications and design. Each
section will aso explain necessary and wanted changes to Rubus.
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3.5.1 Thesimplest approach

Without any changes to the task moddl of blue services in Rubus, there is no way
of giving tempora guarantees to blue tasks i.e. they may only be used as soft
tasks.

However if the blue task model could be extended with:
worst-case execution time (WCET)
minimum interarriva time (MINT)

it would be possible to calculate response times for blue tasks. This informatione
gives characteristics of the functionality, which may be used to get an overview
of the unguaranteed blue tasks (even though blue tasks lack dealine attributes).

A response time formula for dynamically scheduled tasks that are executed in the
background of a dsatic cyclic schedule is described in [22]. The formula
overcomes the pessmigtic results that may occur by using the response time
caculaion (described under schedulability analysis in the introduction to rea-
time systems section). In [22] they begin by introducing an infinite-length array

éi [k] formally described below as:

0 k=0

a 3 Ct+1)madc ] k>0
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C: denotes a vector of execution times for task i such that G =[ G[(],
G[1],...C[IC|-11]

|Ci] is the number of eementsin C..

T, isthe duration of aminor cycle.

Hence éi [k] will contain the maximum total execution time of k successive
invocation of task i.

The response time for task i is then calculated with the following formula:

~ Aeet+J uu
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R, denotes the response time for task j.

B; denotes the maximum blocking time for task j.

J isthe maximum deviation from idedl periodicity for atask i, i.e. its
jitter.

T, isthe period of task i.

So by introducing a WCET and a MINT to the blue services, the described
formula could be used to calculate response times for blue tasks at VVolvo.

Moreover, for any tasks migrated from red to blue, the worst-case response time

could be calculated and compared to the temporal requirements of that task. If the
temporal requirements for a migrated task would be unsatisfied, a discussion with

69



Findings

the designers or the customer about temporal changes would be possible. The
caculated maximum response time could be presented with the question if a
change in the tempora requirements (deadline) could be accepted for the task.

3511 Example

The following example uses the explained formula and calculates the worst-case
response time for a blue task J with C; = 10ms, MINT,; = 500ms, B; =0and J =0.

A datic schedule with a mgor period of 100ms is divided into 10 minor chains of
10ms each. The static schedule is considered as ane task i with higher priority
than any blue task.

An array containing the execution times of i in each minor chain is defined as.

¢=[7,1,3,4,8,6,7,8,8,9
Using the formal definition above, the infinite array éi [k] would be:

C[k] =10,9,17,25,32,39,45,53,57,60, 61, ...].

Applying the response time formula iterative until it converges, gives the
maximum response time for the blue task J as:

é0+0Qu

R.-o+1o+ac$ = 0+10+0=10
R =0+10+§ ?gowaﬂ 0+10+9=19
- 6619+ 0
R’ =0+10+ écg ““_o+1o+17 27
Rf=o+10+§é$27+oaﬂ_o+10+25 35
R“:O+1O+é_(§§5 Oaﬂ 0+10+32=42
R5:0+10+éé§2 0§3_0+10+39 49

ee49+0uu_0+10+39 49

6
R; —O+10+aC% Hu
As can be seen the maximum response time for task J is 49ms, which happens
when task J is being activated 60ms into the magor period (i.e. a the beginning of
the seventh minor chain). A deadline of 50ms would be satisfied by the task.
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3.5.2 Guaranteed BlueTT and ET tasks

"Guaranteeing” Blue tasks using the smplest approach may work fine for very
small and limited task sets, but most often that approach will not be useful.
Instead it would be nice to have away of guaranteeing Blue tasks without the
redundant communication concerning temporal requirements between the
developers and the designers or costumers.

Below we will introduce an approach in FPS manner that gives an output that
directly tellsus if the task set isfeasible or not. This approach can be seen as an
extension to the “simplest approach” given earlier. The smplest approach is just
extended with a deadline attribute.

We will gart by discussing the steps to follow during afeasibility analysis of a
Blue task set, both event-triggered and time-triggered tasks are handled. Then we
give aworst-case analysis method for guaranteeing Blue task running in the
background of the Red off-line schedule. We then list necessary and preferred
changes to Rubus. Finaly an example is given to make things easier to
understand.

3521 Feashbility check of BlueTT and ET tasks

First of al the utilization of the task set should be checked. If the total utilization
of all the tasks in the system exceeds 100% the system is overloaded and hence
unschedulable.

If the system utilization is below 100% the feasibility of the task set must be
checked, either with an appropriate scheduling bound check or a response time
analyss agorithm.

When performing a feasibility analysis, one should aways start with the highest
priority task in the system and then continue with the next highest and so on. The
anaysis should be terminated if one task does not meet its deadline. If al tasks
meet their deadlines the analysis is terminated with success and the task set is
feasible.

As mentioned in the introduction there is a feashility andysis called exact
analysis. Exact analysis is primary made for guaranteeing plain FPS tasks, in this
approach the Blue tasks equals FPS tasks. At Volvo the Blue tasks are run in the
background of an off-line schedule. Unfortunately, the exact analysis is not made
for mixed task sets and hence a new feasbility analysis agorithm must be
devel oped.

We propose two different analysis algorithms for guaranteeing task sets of solely
Blue TT tasks respectively Blue ET tasks.

For the pure Blue TT task sets we suggest using a modified response time
analysis dgorithm assembled primary from [22] but aso from [25]. This is
described below in section Response time analysis primary for Blue TT tasks.

The pure Blue ET tasks set should be guaranteed using the response time analysis
described in [22]. In this response time analysis every Blue task runs in the
background of a static cyclic off-line schedule. The cyclic schedule is considered
as one single high priority task with varying execution times (one for each release
chain in the mgor cycle). At any instant interrupts (modeled as event-triggered
tasks) can preempt the Red and Blue tasks and delay their execution. This type of
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andysisis shown in The simplest approach above, the difference now is that we
have a deadline for each task giving feasibility directly and hence the redundant
communication concerning temporal requirements can be omitted.

Note that the two analysis methods mentioned above can be used for both Blue
ET and Blue TT task sets or a mix of them, but the ET solution is better suited for
ET tasks and vice versa. The ET solution is fairly pessimistic when guaranteeing
TT task due to that the TT tasks are handled as ET tasks, it only gives sufficient
guarantees and not exact guarantees as the TT solution doesfor TT tasks.

When guaranteeing ET tasks with the TT solution the period time, T, of a TT task
should be replaced with the ET tasks INT and vice versaif guaranteeing TT tasks
with the ET solution.

Before we start stating our analysis method it is worth to mention a special case
that decreases the number of calculations tremendoudly. In the case where the
period of each blue task T is harmonic with the magjor cycle Ty, of the dtatic
schedule, and where the deadline D; of a blue task equas its period
i.e." i (Ti|Ti® Tem& Timod Tg,= 0 & D; =T,), the exact analysis algorithm can
be used on the task set; start by creating one high priority task by adding al the
execution times of the red off-line tasks, then smply use it as any other task in
the exact analysis. Observe that this approach only check for feasibility and may
not give the correct response time of a blue task.

3522 Responsetimeanalysisprimary for Blue TT tasks

The analysis method given below is primary assembled from the papers [22] and
[25] and the exact anadlysis formula[41].

Neither one of the algorithms in [22] [25] [41] can be used as is in our modd.
The response time analysis described in [22] assumes that the “Blue tasks’ are
event-triggered (ET) which may lead to pessmistic analysisif applied to TT tasks
(see discussion below). Furthermore the exact analysis assumes that the task set
consst of TT or ET tasks but it cannot handle them running in the background of
a static off-line schedule. So in our model we want the analysis to be exact and
hence the blue TT tasks should be analyzed by a method better suited.

As stated earlier one can guarantee event-triggered tasks by using their MINT,
then the agorithm in [22] could be used as is. We could also use it to guarantee
TT tasks. The drawback when guaranteeing TT tasks with the event-triggered
anadysis is that the tasks will use more of the utilization during the analysis than
necessary and hence the analysis would be fairly pessmistic. The analysis for ET
tasksin [22] is only sufficient and not exact for TT tasks. Our am with this
solution is to use the system resource in an effective way and hence we want an
exact anaysisin order to get the most out of the system.

In order to combine the static off-line cyclic schedule (the Red tasks) and the
Blue tasks, we have to do some minor changes to the task modd for the static
tasks. We adapt the concept, of thinking of the cyclic static off-line schedule as
one high priority task with varying execution times, from [25]. It is assumed that
al minor chains (time between two release chains) are of equal size.

The attribute C (WCET) for Red tasks is changed to denote a vector, G, of

varying execution times, where C[0] is the first element in the vector. The first
element contains the sum of all tasks released at time 0. The period time, T, ill
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denotes the period time of the task, i.e. the minor cycle, e.g. GJn] is activated at
timen*T..

The new task model for the Red tasks is hence:

Cs—[CJ0], 1], ..., GIr-1]]
Ts

To make the calculations easier we introduce two infinite vectors és and éUSED.
ésis smply a vector containing an infinite sequence of its corresponding
dementsin C_, eg.if C.=[1,2, 3] then C,=[1,2, 3,123, ...]. Each dlement

in éUSED corresponds to the accumulated time used by time-triggered tasks

(except the red tasks) at the corresponding release chain, i.e. the accumulated
processor demand in the interval of the release chain.

Furthermore, we assume that the release time of each task instance is harmonic
with the minor cycle, T, of the static schedule. These two assumptions will make
the calculations easier and faster, due to that non-harmonic period times could
lead to a very large number of task instances to test.

Now we have al the necessary information to give our worst-case response time
agorithm. The dgorithm is based on a finalization time analysis that is applied to
each ingant of atask. The finalization time for atask instant is the response time
relative to its activation time. The worst-case response time is then simply given
by taking the maximum of a tasks finalization times.

R =max( F (1)) (31)

The andysis formula below must be applied over the LCM (least common
multiple) of the TT tasks iterative until it converges, i.e. when the deadline of a
task is exceeded or if the findization time stabilizes (F™* = F").

I:i n+1(t) = Ci + Ionline(t’t + Fin) + I offline(t1t + Fin) ' I:io = Ci (32)
loniine 1S the interference caused by on-line scheduled tasks, i.e. dl higher priority
Blue tasks, interrupts (event-triggered tasks in genera). Interrupts are smply
modeled as high priority Blue tasks with their MINT (minimum interarrival time)

set to the period time of the task. The vector éUSEDis used to get the total

execution demand in the interval [ts, t=). The index is an integer and hence the
divison will result in an integer, e.g. 1.6 will be truncated to 1. The hp(i) stands
for: every “event-triggered” task with higher priority than the current task i.

eTs 3,\ . et t U
Ionline(ts’ tE) - CUSED[I] + a HUCJ (33)
i-St—SH i@ T g

&Tsa

lomine returns the total interference caused by the off-line scheduled static Red
tasksin the interval [ts, t) (same discussion as for the C o, vector).
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s A (34)

When the finalization times for all instances are calculated the éUSED vector must
be updated with the processor demand of the task in the analyzed intervals. At

start al the elements in CAIUSED equals O, due to that no processor demand has yet
occurred for the TT tasks. During the calculations the processor demand is
accumulated as more and more tasks are guaranteed and tested. When a task is
guaranteed the C,o vector should be updated with the processor demand of the
current task, i.e. its WCET. During the update it is necessary to check that the
total processor demand in each interval, i, does not exceed T, i.e
Cli] + Cygpli] £Tg for dl i. If the total processor demand exceeds T the
processor demand of the current task must be distributed over severa intervalsin

CUSED .

Eg. if ész [8 5 ...], éUSED =[0, 0, ...], Ts = 10 ms and the processor demand

of atask released at time O equals 5 time units, the updated éUSED =123, ..]

The reason to why the processor demand is distributed over two intervals (release
chains) is that Ts = 10 ms and hence the total possible processor demand in each
interval is 10 ms, but we aready have some processor demand due to the Red
tasksin that interval and only the remaining time can be used buy the Blue tasks.

As mentioned earlier the number of instances to test during the andyss, for a
periodic taskt,, can be very large. Fortunately there is one optimization that

reduces the number largely i.e. to only perform the analysis for a task over the
hyperperiod at the level of that task.

The hyperperiod at level i equals the least common multiple of the periods of the
tasks of higher than or equal priority tot;. It is given by [36]:

h =lem{T; |t ;T hep(t )} (35)

Note that the event-triggered blue tasks and interrupts should not be included in
the cdculation of h snce the maximum interference of them should be
considered at each invocation.

35.23 Application

In order to successfully use the worst-case response time agorithm at Volvo
some kind of automation tool should be developed.

The analysis given above is smple and straightforward to |mplement The only

problem during the implementation may be the infinite vectors C and CUSED,

but this should not be a difficult task to solve. It is redly not necessary to have an
infinite vector during the caculations; it can be limited to a bounded number of
elements before the finalization time analysis starts.
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The following pseudo code describes a model to use when performing the
feasibility check.

/'l Uo = The total systemutilization.
Il 1 The tinme the instance of the task t; is rel eased.
Il D the deadline of task i.

BEG N feasibility check
IF Uy =1 THEN
FOR each Blue task t;
FOR each instance j of t; in h
IF F(r;)= D THEN

Updat e CjgpWith G

ELSE
/I Deadline mss so quit
//the anal ysis

END | F

END FOR
END FOR
END | F

END

35.24 System modifications

Below we will describe preferred changes to Rubus and aternatives if no support
is given. We start by describing the most important issue: the need of one single
shared stack for blue tasks.

One single shared stack for Blue tasks

In a system with pre-emptive tasks there is a need for possible storage of state
variables etc. for tasks. If atask is pre-empted by another task, the system must
save al relevant data (e.g. the program counter etc) for the pre-empted task in
order to continue its execution properly at alater point. The data may be saved on
the stack.

This means that all Blue tasks in Rubus must have their own stack memory, i.e.
they cannot share a common stack as the Red task may do, unless the pre-emptive
behavior is removed or a new semaphore protocol isimplemented.

It would require too much memory to give al Blue tasks their own stack and
hence no system resources would be saved in moving tasks from Red to Blue
services.

Fortunately there is a remedy to this problem: an inheritance protocol, eg. the
stack resource protocol [18].

If tasks share common data, the data must be protected in order b avoid
inconsistency etc. the protection is often accomplished with semaphores. If
several tasks are waiting for the same semaphore there must be a predictive way
to guarantee an upper bound on blocking times for tasks. This is often done by
some kind of inheritance protocol.

In Rubus the Priority inheritance protocol (PIP) is used. PIP does not prevent
blocking chains, meaning that a single stack may not be possible for tasks using
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PIP. There is however protocols allowing one shared stack for all tasks e.g. the
stack resource protocol [18].

System modifications with support in Rubus

In order to be able to give any sort of guarantees for the Blue services the task
model must be changed. Today the task model for the Blue services only contains
priority and the stack size (Blue services).

The task mode for Blue tasks must be extended to include the following
attributes:

WCET -C

Period - T

Deadline— D

Priority — P

It is not possible to make any off-line analysis of the task set if thereisno WCET,
period or deadline to check the feasibility with. The Priority attribute aready
exists and dl the scheduling decisions are made based on it.

Furthermore, in order to make the Blue services effective, they should be
periodic. If the Blue tasks rely on arelative deep they may “drift” in time and the
periodic behavior may be difficult to achieve.

Today the Blue tasks achieves a pseudo periodic behavior by calling arelative
sleep function, thisis the reason to the “drift” problem mentioned above. To
overcome this problem Rubus should introduce an absolute deep function.

It would aso be preferable to have alarger number of priorities, or even an own
priority band, for the guaranteed Blue tasks. Today there are only 15 unique
priorities for the Blue “soft” tasks and this may lead to problems when the task
set grows.

System modifications without support in Rubus

It is not a problem if Rubus does not extend the task model for Blue tasks to
include WCET, Period, Deadline and Priority. The disadvantage is that there is no
check for if atask runs over its deadline, and hence no exception is generated and
faults may be difficult to find.

The problem with drifting release times may be eliminated by removing the need
of relative deeps by adding a Red “trigger” task acting as a dispatcher for blue
TT tasks i.e. activating blue TT tasks. The activation may be performed by
signals and the Red “trigger” task will decide which blue task(s) to execute.

Whether the trigger task should be placed in the beginning or the end of each
minor cycle, or once per major cycle, depends on the periodicity of the tasks that
it is supposed to activate. Placing the trigger task at the beginning of a chain may
cause unwanted jitter (especially for the input functionaities, see section 1.3.6).
Hence it would be desirable to place it at the end of any chain.

The following code, taken and modified from the Rubus manua [40], shows how
tasks may communicate with signals in Rubus.
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#include <blue/b_signal.h>

void A(void){
/* This thread waits for the signal 0x0700 */
if (blueSigTimedWait(0x0700, &rset, NULL) == R_OK)

if (rset & 0x0100) {
/* Received a signal from A */

}
}

void B(void){
/* Sends a signal to A */
blueSigSend(&Ald, 0x0100);

Figure 8 Tasks communicating by signals

It is necessary for the trigger task to keep track of when tasks should be activated.
This can be achieved with a counter that serves as a dispatch decision variable.
The counter may be incremented at each invocation of the trigger task and its
value checked and compared to a dispatch table, in order to decide whether any
task should be activated. A discussion about possible improvements and skipping
strategies for tasks, are presented in section 3.5.3.6.

A question that may arise with the suggested solution is; what happens when the
Red dispatcher task sends a signal to a blue task that does not wait for a signal?
This scenario happens at the very first time the Red task signals to the blue ones.
It happens because the Red task must be located at the beginning of a release
chain hence signaling before a blue task has even started to execute. The answer
is that the sgna becomes pending i.e. it will eventualy be received by the blue
task.

Without support in Rubus the priority problem is of no great importance. If there
exist ared trigger task there is no need for unique Rubus priorities for each task.
The trigger task smply follows the execution order defined in the off-line created
table.
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3525 Example

The following is a ample example illugtrating how to peform the feashility
check on atask set. The example assumes that support is given in Rubus.

The task set to analyze contains 5 red dtatic tasks, 1 interrupt and 2 blue tasks.
The cyclic schedule has a minor cycle of 10 and a mgor cycle of 50. The
interrupt has a MINT of 100. All blue tasks areinitialy released a t = 0 and their
deadlines equals their periods.

This gives us the following task set:

Red tasks:
Ts=10ms (period time/minor cycle)
Cs=[7,3,6,7,8 ms (worst-case execution times)
Interrupt: C=1ms
MINT =100 ms
Blue tasks:
Task | Period (T) WCET (C) Deadline(D) Priority (P)
T, 50 ms 7ms 50 ms High
T, 20ms 4ms 20ms Low

First of al we must check that the system is bounded so that the finalization
formula will converge, i.e. check that the total system utilization does not exceed

1
U +Ublue:7+3+6+7+8+ 1 +(l+i)=0_97
5*10 100 50 20

total = Ured +Uinterrupt

Since Uya = 0.97 = 1 the system is bounded and we can continue with our
feasbility check. The next step is to count the finalization times for each instance
of each blue task. Begin with the task with the highest priority:

C. =[7,36,78,7,36,78...]
Cusen =[0.0...]

F1°(0) =C,=7

FH0) =7+ et t+ F) + 1
F?(0)=7+(0+1)+(7+3)=18
Ff’(O) =18

F’(0)=F*(©0)p F,(0)=18

tt+F%)=7+0+)+7=15

offline
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F°(50)=C, =7
F(50)=7+(0+1)+7=15
F?(50)=7+(0+])+(7+3) =18
F2(50) =18

F’(50) = F*(50) b F,(50)=18

Now the worst-case response time is given by taking the maximum of al the
finalization times of the task:

R =max( F,(0),F,(50)) =18

Now when we have calculated the worst-case response time and checked that the

deadline was met, we must update the éUSED vector. The execution demand of T,
is7 msin theinterva [0, 18] and [50, 68].

Cuen =[34,0,0,034,0,0,..]

Each index, i, can at most contain T; - és[i] ms of execution demand, that is the
reason to why the 7 ms are split over 2 minor cycles (two indexes).

Now we continue with the feasibility check for T:

F,(0)=C, =4
F,(0)=4+(3+1)+7=15
F2(0)=4+((8+4)+D)+(7+3)=22
F2(0)=4+((3+4)+1) +(7+3+6)=28
F, (0)=F;(0)b F,(0)=28

The instance of T, at time O does not meet its deadline (F,(0) = 28 > 20 = D,),
hence the task set is unfeasible and the analysis can be stopped.
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3.5.3 TheWeakly Hard concept
The following sections describe how to apply the weakly hard concept to the
current architecture and integrate it in the development process at Volvo.

Weskly hard tasks are smply handled as Blue guaranteed TT tasks with one
exception: the weakly hard constraint. We encourage the reader to look at the
section Guaranteed Blue TT and ET tasks before continuing with this chapter.

3531 Assumptions

Our intention is to apply the main features of the weakly hard concept as
explained in [36] with the following extensions:

Wesakly hard congtraints for tasks will be supported for two operating modes,
normal and high mode i.e. each weakly hard task will implicitly have a
congtraint for normal mode and explicitly a congtraint for high mode. The
modes differ with respect to the amount of processing time needed. At high
mode there may be a great amount of tasks executing and using a lot of the
available CPU time. At norma mode there may aso be a great amount of
tasks executing, but the difference is that they use lesser execution time.

Seeing it with a different point of view one could say that ordinary usage of a
wheel loader results in a normal mode whilst excessve usage results in high
mode:

1. In normd mode dl constraints will be considered as strongly hard i.e.

%mng and they must be sdatisfied. To distinguish this approach from
2

ordinary red tasks in Rubus, all necessary caculations for this mode,
must be performed with average execution times for tasks. This requires
measurements of execution times at the defined system mode. Strongly
hard task is handled in the same way as Blue guaranteed tasks, i.e.
strongly hard tasks is just another name for Blue guaranteed tasks.

ano
2. In high mode, constraints will be considered as weekly hard i.e. gmi'
[7]

All necessary calculations will be based on worst-case execution times.

The separation in two modes gives us a system where all deadlines are met in
normal mode and where a certain quality of service (QoS) is guaranteed at high
mode. The quality of service in high mode can be thought of as a“minima QoS’
since it can be increased with run-time mechanisms as explained in section
3.5.3.6.
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In order to apply the concept in an easier manner a VVolvo alist of restrictions to
the origina concept that may be considered are given below:
1. Avoiding shared resources between weakly hard tasks. In doing this the
possible blocking factors can be neglected. Also any possible blocking
chains will be avoided.

2. Not supporting precedence relations between a weakly hard task and a
non weakly hard task. I.e. when atask is converted from Rubus red part
to a weakly hard task, any precedence relations may be neglected.

3. Not supporting precedence relations between weakly hard tasks. In
doing this there is no need for the designers to apply appropriate
priorities or period times for the tasks in the relation in order to keep
precedences (although appropriate priorities and period times must
obvioudy be given with respect to the functionalities at Volvo).

20 ano
In our suggested solution al strongly hard (gli) and weakly hard (gmi) tasks
7} [0}

will be modeled as blue tasks in Rubus. Feasihility caculations for the weakly
hard constraints will be done off-line.

35.3.2 Finalization time analysis

To caculae findization times for weskly hard tasks the agorithm given in
section 3.5.2.2 should be used with some exceptions. The formulas given are
listed below:

I:i n+l(t) = Ci + Ionline(t!t + Fin) +1 offline(t7t + Fin) ! I:io = Ci (32)
€& U . é_-t.U 3.3
Ionline(tS'tE): é. CUSED[I] + é e: . Sl;ICj ( . )
etsd e @ Ty g
e—u
élsi
@ts-llﬁl
L (34)
Lomine(tss te) = @ Cdlil ’
i:f?‘ts'-j
&Ts 0
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Tableb5 Static task attributes

Ts Minor chain period time i.e. difference in time
between start of two minor chains. Note that this
requires that each Ts must be of equal size.

Cs Vector of execution times starting with i = 0. Each
element represents the total execution time in each
minor chain.

C An infinite vector containing the an infinite
s number of the sequencein C..

o An infinite vector of execution demands. Each
USED

“dement” sSmply corresponds to  the
requested/used time of time-triggered tasks
(except red tasks) in the interval of that release
chan.

In order to find a solution the finalization formula must be applied iteratively
until it converges. In overloaded systems the formula may not converge, hence
careful application of the formula must be considered in those cases.

Time-triggered tasks are handled just as “Blue guaranteed TT tasks’ in the
formula given above. The main difference between the two cases is when the

A

Cusep Vector should be updated: for the weskly hard tasks it may be the case that

an instance of atask is skipped and hence the vector éUSED should not be updated
in that interval.

The reason to why interference by event-triggered tasks and interrupts are
considered for each release of a weakly hard task instance is the fact that worst-
case scenarios in WHS differs from ordinary worst-case scenarios for mixed task
sets. The sufficient but not necessary method to calculate dynamic interference
implies that interference must be computed at every invocation and considered to
interfere with highest possible frequency.

35.3.3 Application

We recommend an application peforming necessary findization time
caculations etc. off-line, and another application that tests whether constraints
are satisfied for weakly hard tasks. The finalization time application may be
responsible for building the mpatterns also, since building rpatterns is just a part
of checking whether deadlines are met or not.
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The following pseudo code describes the moddl to use when calculating the
finaization times for the WHS tasks at Volvo. Note that it is just an extension to
the pseudo code given in section 3.5.2.3.

/'l Uo = The total systemutilization.
Il 1 The tinme the instance of the task t; is rel eased.
Il D the deadline of task i.

BEG N build u pattern
IF Uy =1 THEN
FOR each WHS task t;
FOR each instance j of t; in h
|F F(r;)= D THEN
Add 1 to the p-pattern

Update C up
ELSE
Add 0 to the p-pattern
END | F
END FOR
END FOR

END | F
END

The method given above assumes that the scheduler is static, and hence no
decisions are taken during run-time, instead al is static and the analyzed schedule
is the one that will be executed (i.e. the ppattern is aways followed during run-
time). Unfortunately this does not follow the desired concept of minimum QoS.
However we can overcome this problem by the use of a dynamic scheduler,
which can take decisions about which task to schedule, and hence give the
desired minimum QoS. This extension is discussed briefly in section 2.4.2.1.

35.34 System modifications

The weakly hard concept is an extension to the “Guaranteed Blue tasks’, the
same applies to the needed system modifications. Hence the discussion given in
section 3.5.2.4 applies for weakly hard tasks, with addition to some extensions
given below.

System modification with support in Rubus

To support the WHS concept some changes to the task model has to be done. The

tasks that will be subject to weakly hard congtraints must have the following

atributes:
- WCET-C

Period—T

Deadline— D

Priority — P

Weakly hard congtraint - |

System modifications without support in Rubus

If no extension is made to the task modd, it will be harder to find faults in the
system due to that no control of tasks running over their deadline will be
performed.
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The activation of weakly hard tasks is handled amost in the same way as
Guaranteed Blue TT tasks. The difference is that not al instances of a task are
always scheduled for weakly hard tasks, and this must be considered during the
table creation and task activations.

3535 Example

The following example shows how the agorithm/method above may be used.
The static data can be seen as being the current red tasks in the system. The cyclic
schedule has a minor cycle of 10 and a mgor cycle of 50 (5 minor chains
according to Q). The system contains an interrupt with a minimum interarrival
time of 100. Two weakly hard tasks will be introduced. All tasks are initialy
released at t = 0 and their ceadlines equals their periods. So in our example the
interrupt only interferes with the weakly hard tasks.

Example:
Redtaskss Ts=10ms
Cs=1[9, 3, 6, 7, 10] ms (worst-case execution times)
Interrupt: C=1ms
MINT =100 ms
Weskly hard tasks:

Table 6 A task set with weakly hard constraints

Task |Period(T) WCET (C) Weskly Hard Constraint Priority (P)

T, 20 ms 2ms A6 High
55

T, 50 ms 3ms A6 Low
&2

First of al we see that the hyper period H, = LCM({50, 20}) = 100, and H, =
LCM({50, 20, 50}) = 100. Note that the MINT of the interrupt is not included in
the calculation of the LCM since it interferes with each invocation of T, and T,
a its highest rate.

Our extension to the WHS concept requires the above method to be applied
twice. First by using worst-case execution times for tasks and finally, when the
system is up and running, the average execution times at normal load should be
measured and used in the analysis to check the performance.

Let us start by checking that the system is bounded, i.e. check that the tota
system utilization does not exceed 100%:
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_9+3+6+7+10
red 50
1

Uinterrupt = ﬁ =001

=0.70

U, =0.70+0.01+ 0.1+ 0.06 = 0.87

Since 0.87 £ 1 the system is bounded.

Now we cdculate the findization time for each invocation of T, and T,
respectively, starting with T,.
We construct the two infinite vectors;

C, =[9,3,6,7,10,9,3,6,7,10,..]

A

Cusep =[0.0,..]

Table 7 Finalization time calculations for T4
F°(0)=C,=2 F°(200=C,=2
F(0)=2+(0+1)+9=12 F'(20)=2+(0+1)+6=9
F?(0)=2+1+12=15 F?(20) =9
F’(0) =15 F, (20)=9
F, (0) =15
F(40)=C, =2 F(60)=C, =2
F!(40) =2+(0+1)+10=13 F!(60)=2+(0+1)+3=6
F(40) =2+1+19=22 F?(60)=6
F3(40)=2+1+22=25 F, (60)=6
F,*(40) =25
F, (40)=25

F2(80)=C, =2
F!(80)=2+(0+1)+7=10
F2(80) =10

F, (80) =10
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As can be seen T; will miss its deadline &t its third invocation (at 40). So T;s I -

pattern would be 11011 hence the sub sequences that we have to check
(remembering that the pattern is repeated) are {11011, 10111, 01111, 11110,
11101} .

A0
Checking T;s weakly hard constraint gsi shows that it is satisfied, despite the
[}

miss. This step can easily be implemented as an automation tool, see [36] for
more details.

Now we have to update éUSED with the calculated execution demand of T,. Since

T1 misses one deadline, but ill satisfies its weakly hard condraint, the
invocation where the miss appears will be skipped i.e. not added into the

vector Cyp -
The updated G, =[1,1,2,0,0,0,2,0,2,0,0,...]
We continue with calculating finaization times for T, using the updatedéUSED :

Table 8 Finalization time calculationsfor T,

F2(0)=C,=3 F2(50)=C, =3
F,(0)=3+(1+1)+9=14 F,(50)=3+(0+1)+9=13
F7(0)=3+(2+1)+12=18 F7(50)=3+(2+1)+12=18
F’(0)=18 F2(50)=3+3+12=18

F, (0) =18 F, (50) =18

Today must be our lucky day, since T, meets al of its deadlines. The nr -pattern
for T, would be 11 and the updatted(:,LJSED =[1150,0,1,4,0,2,0,0,...]. The

o
weakly hard constraint gzi for T, is of course satisfied.
a

A quick check shows that the updatedéUSED, és and the interrupt gives an
utilization of 0.85:

_1+1+5+1+4+2+9+3+6+7+10+ 1

Uy = =0.14+0.70+0.01=0.85
100 50 0

That is less than our calculations earlier (0.87). It is lesser because we skipped an
invocation of T.

The example shows a scenario where the tasks T; and T, would not be
schedulable as Red tasks in Rubus. The task set would be unschedulable since all
Red tasks must meet all their deadlines. Using the weakly hard concept shows
that the tasks are schedulable. Even though T; misses adeadling, it still deliversa
defined quality of service.
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35.3.6 Improvingthe suggested concept at Volvo
This following sections ded with possble improvements to our suggested
solution.

Off-line improvements
When calculating I -patterns for tasks it may be the case that the weakly hard
task with highest priority will meet al of its deadlines (when usng worst-case

amo

execution times) in a window of time i.e. it satisfies gmi in both norma and
7]

high mode. In doing this the task will alocate much more resources than

ano
necessary, especidly if the requirements in high mode are gmi and n is much
[7]

lesser than m To avoid this dtuation the I -pattern must be loosened to satisfy

ano amo

g = instead of g = in high mode. This gives lower priority weekly hard tasks
Mg Mg

greater possibilities to satisfy their congtraints. For example, in the findization
caculation example above (section 3.5.3.5), the I -pattern for task T, is 11, it

A0
could be lightened up to 10 il satisfying the weakly hard constraint of ézi.
7]

The updating of éUSED must be done corresponding to the loosened nr —pattern
i.e. wherever there is a zero in the nr -pattern, the execution demand should not

be added toC, .y -

This problem can be avoided by adding optimal priorities to the tasks. This is
done by switching pairs of tasks until the optima priority assgnment is found or
until it is determined that the task set is not schedulable. The agorithm exploits
the fact that strongly hard tasks should retain the deadline priority assignment
between them, and that weakly hard tasks that are not strongly hard are
interleaved between the strongly hard tasks. [36]

If any given weakly hard constraint remains unsatisfied there is a possibility to
calculate and create a set of constraints that may be satisfied instead.

. - . an o .
Consider the mr -pattern 1101011, it is then possible to calculate all gmi that will
@

be satisfied by the pattern. In [36] the author gives an example of how this should
be performed. It is suggested to find the smallest mthat will satisfy a constraint.

20
For example, one could gart with testing if gl: is satisfied. If it is unsatisfied
{7}
then continue to check if m+1 will be satisfied.

Given the I -pattern 1101011, the smallest mthat will be satisfied for n= 1is2.

Ao
So gZi is satisfied. According to corollary 39 in [36] a k-sequence will also
@
satisfy less demanding constrains that is, one that requires less 1's or one that

extends over awider window.
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Each time a constraint is found as satisfied n could be increased by n + 1 in order
to find the complete set of congtraints that will be satisfied.

On-line mechanism

Aswe mentioned earlier the Weakly Hard concept guarantees a minimum QoS to
enhance the actua system utilization. The approach we have mentioned so far
always skip the activation of task instances when they have a0 in the m —pattern.
This approach however always gives the minimum QoS (i.e. nor less or more) to
the system, and hence it does not enhance the actua system utilization when
possible.

To overcome this problem dynamic scheduling should be used, eg. some
decisions about which task to dispatch should be performed on-line during run-
time. In [36] Bernat gives wo very smple algorithms to use on-line to enhance
the performance of the system. When using these on-line agorithms a minimum
QoS (which may be enhanced at run-time) can be guaranteed to the system. The
algorithms can also be used to enhance the responsiveness of soft tasks.

See section 2.4 Weakly Hard systems for more information about the on-line
mechanism.

The basic idea behind the described on-line dgorithms is very smple: if a task
does not have to be invoked for the Weakly Hard congtraints to be satisfied, it is
possible to put the time required for the task in a better use.

3.6 Support for the weakly hard concept in the development

process
The following sections describe the minima amount of changes needed to the
development process in order to apply the concept of weakly hard systems as
explained above. The descriptions are sectioned to follow the development
process a Volvo because we want to apply support for the concept to each phase
in the process.

3.6.1 Managing softwar e requirementsfor weakly hard systems
As stated earlier, a requirement is a feature of the system or a description of
something the system is capable of doing, in order to fulfill the systems purpose.
To distinguish the requirements from the design, one can think of requirements as
identifiers of what the system is suppose to do, and the design as how.

At Volvo the customer gives requirements with tempora specifications for all
functionality. The deadlines are stated without further explanations on what they
are based upon. This makes it difficult for the software designers to decide
whether any functionality can be thought of as weskly hard or not. The
difficulties arise because of the complexity of the system. It is difficult, if not
imposshble, far the software designers to have a complete view of all
functionalities and possible consequences of missed deadlines in the system. So if
the tempora requirements for weakly hard tasks are to be received from a
customer in the future, a change in their notations will be necessary.

Also, using weakly hard congtraints for tasks leads to a question of who should
dtate the maximum number of allowed deadline misses for a task, the customer or
the software designer.
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We suggest staying to the way timing requirements are given today, but with
explanations about possible consequences of missed deadlineg(s). This will give
the software designers a posshbility to consder if functionalities can be
implemented as weakly hard tasks, depending on the given consequences. In
addition, an explanation of what the deadling(s) is based upon, and a short notice
of how they were derived, would be nice and very useful for the same reason.

In doing this both the customer and the developers could communicate and agree
about the redism of the requirements. Hopefully the communication with the
customer will lead to a better understanding of problems involved in designing
and implementing of functiondity in a real-time system.

The reason to why we believe this approach is the most suitable is the fact that it
will not require the customer to know anything about weakly hard systems.
Consider the case where the customer should state weakly hard constraints. It
requires the customer to be familiar with relationships between weakly hard
constraints, in order to decide whether any constraint will be considered harder

than others by the designers e.g. is ?2 harder than?g? As a consequence the
Sg 64

priorities between specifications may be harder to establish for the customer.

There is however some side effects in specifying the requirements as suggested
above. We bdieve that if two designers should interpret the specifications and
decide for a suitable weakly hard constrains, they would probably suggest
different ones. This fact shows the importance of specifying requirements in a
way that reduces misinterpretation. There is probably no way of getting around

this problem other than relying on the routine of the designers in choosing weakly
hard congtraints.

3.6.2 Designing for weakly hard systems

All weakly hard task in the system at Volvo, are to be implemented as blue tasks
in Rubus, so when designing it might be helpful to have that in mind. The
described attributes for the “ Guaranteed blue ET and TT tasks’ solution see
section 3.5.2 holds for designing together with our suggestion of weakly hard
concept i.e. tasks with larger period times than the magjor cycle may be used in the
design.

When using weakly hard tasks in any system there is a need for a way of
caculating if weakly hard congtraints can be satisfied. The suggested applications
can be seen as automation tools in order to anayze if weakly hard constrains are
satisfied. If congtrains can not be satisfied, they may ke weakened according to
suggestions given in earlier section ‘tharacteristics of relationships between
constraints’” about weskly hard systems. This can aso be implemented in an
automation tool, i.e. it would be great if the automation tool responsible for
guaranteeing the WHS task set return a constraint that can be satisfied for that
task.

A problem that might appear, when using weakly hard congraints, is for the
designer to choose the number of either missed or met deadlines during a window
of time. As help in choosing artifacts such as the maximum number of deadline
misses in a window of time, the requirements specifications must serve as a
source of support. Since WHS distinguishes between different types of deadline
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misses, it is important for the designers to know the appropriate types tolerated in
a system. Consecutive deadline misses could for example be tolerated in some
parts of a system whereas non-consecutive misses may be the only acceptable
ones in other parts of the same system.

As an example, when using weakly hard condraints in a control system it is
important to know that control systems may become unstable if a certain number
of deadlines are missed in arow [4].

Functionalities responsible for logging any behavior could probably be a part that
tolerates non-consecutive deadline misses only. At Volvo it does not probably
matter if some information is missed now and then, but missing severa pieces of
information in arow could make it difficult to interpret the log.

It is worth mentioning that choosing condraints should also be done with the
number of invocations per hyper period for a task, in mind. E.g. if a task is
invoked 10 times in H, then choosing the min the condraint as a multiple of 10,
makes calculations easier.

Furthermore the designer should choose parts of the system that may be modeled
as weakly hard. Clearly not al functionalities are suitable for the WHS concept.
In choosing what may be designed as weskly hard, one could think of
functiondlities that do not have to be hard nor soft, but something in between.

The suggested parts of the system that may be subject to WHS at Volvo are:
Most of the visual interaction with the driver, since the criticality of such
information is usudly not high.

For tasks with a desired period greater than 100ms. These tasks may also
be modeled, not only by the easy approach, but adso as weakly hard
tasks.

Parts of control applications, as described in earlier section about genera
design considerations.

Some logging functionalities, especially where the nature of the changes
in the logged data is proportiond.

As explained earlier, the findization calculations that must be performed for
weakly hard tasks, computes the total interference from al equa or higher
priority tasks. If a weakly hard task should have a real Rubus priority level of 10,
and an existing blue task in the system should have a higher priority, the blue task
would interfere with the weakly hard task. But since the blue task lacks any
specified worst-case execution time, there would be no way of knowing how
much interference the blue task would cause. So we suggest using highest
available Rubus priorities for weakly hard tasks in order to avoid unexpected
interferences from blue background tasks.

Using non multiple period times for weakly hard tasks does avoid conjunction at
certain release chains, but it may increase the length of the hyper period i.e.
increasing the amount of computations required for weakly hard feasbility
checks.



Future work

As future work we suggest changes to Rubus development kit to support the
concept of weakly hard systems. The task mode could include weakly hard
constraints and attributes necessary to guarantee blue tasks (strongly hard tasksin
the weakly hard concept). Integrated automation tools for checking satisfaction of
weakly hard constraints etc. would also be appreciated.

An interesting thing to look more at would be to change the on-line skipping
strategy of tasks in weakly hard systems. Instead of skipping tasks that does not
meet their deadlines one could pre-empt them and let them continue their
execution at the next invocation of the task. This might be possible since the tasks
TCB (task control block) holds and preserves the value of the program counter
between task activations. The advantages would be a very simple on-line
mechanism which results in low overhead and the performance would be equa to
the on-line approach of the WHS. The disadvantages would be that computations
may be performed on old data, however in most cases this might not a problem.

Furthermore it would be of great interest to have different bands of priorities for
the different task sets in the system. Interrupts should belong to the “band” of
highest priority and then weskly hard tasks and finally soft background tasks
would have the lowest priority. This would make it much easier to understand
and use the system. It would also prevent mixing of task priorities between
different task types, e.g. prevent a typo to give a soft task higher priority than a
weakly hard task.
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We have given some suggestions on how to increase the actual utilization in the
real-time systems at Volvo. In doing this we have considered the main parts of
the development process, and applied support for the suggestions to each major
activity.

The main suggestion introduces a new way of using Blue tasks, namely as weakly
hard. The known concept of weakly hard systems is based upon a formal theory
for alowing an upper bound of predictable deadline misses. By applying the
weakly hard concept we have theoretically shown that unschedulable tasks sets
may in fact be schedulable with an acceptable bound of deadline misses, il
guaranteeing a specified quality of service a Volvo.

We have dso shown an example of an easier implementation for increasing the
use of system resources at Volvo. The suggested solution alows tasks, with
larger period times than the cyclic schedules major cycle, to be scheduled.

We bdlieve that the solutions are well suited to the architecture at Volvo.
Moreover they are actualy implementable implying that they may be used
without too much effort.

The methods we used to complete the objectives where well defined and
performed in an order making it easy to complete the objectives.
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